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Overview

	Introduction
	The Commonwealth’s new financial accounting and reporting system, Cardinal, is built on PeopleSoft version 9.1.  There are three functional areas included in the base Cardinal system, which include: 1) General Ledger, 2) Accounts Payable, and 3) Accounts Receivable-Funds Receipts.  However, there are four software modules included:  

General Ledger 

Accounts Payable 

Expenses (non-payroll employee reimbursements) 

Accounts Receivable 

The business processes by Functional Area include the following:  

General Ledger – business processes: 

System Setup and ChartFields 

Create and Process Budget Journals 

Create and Process Journals 

Period Close 

Accounts Payable – business processes: 

Establish and Maintain Vendors 

Enter and Process Vouchers 

Expense Processing 

Process Payments 

Process 1099 
Accounts Receivable – business processes: 

Enter Fund Receipts
The Cardinal Security Team is responsible for processing Cardinal access requests.   


Policy
	Cardinal Access Control 
	Cardinal Access Control is maintained by the Agency through their Cardinal Security Officers and by the Cardinal Security Team.  The Cardinal Security Form must be completed by the Cardinal Security Officer (CSO), required approval signatures obtained, and the form submitted to the Cardinal Security Team in order for access to be granted to Cardinal.  Training on Cardinal functionality and processes may also be required prior to access being granted. 

Access is granted based on the specific work that an employee needs to perform and the associated Cardinal security role(s). The Cardinal Security Handbook contains a description of each security role. See Agency Requirements for further guidance. 
______________________________________________________________



	Agency Requirements 
	Agencies must have sufficient and adequate controls and security over their data and systems.  

Agencies should have policies and procedures in place for granting and periodically reviewing access to 1) Cardinal and 2) agency information systems.  Access should be based on absolute necessity and use.  Individuals who do not use their access frequently in the course of their jobs should be removed.  These procedures should include processes for removing access timely for employees that have left the agency.  The policies and procedures should include review and approval of access granted as well as the maintenance of documentation of user additions, deletions and periodic user reviews.  
Agencies should develop and implement procedures, guidelines, and business practices that facilitate the safekeeping of critical data, which includes financial data.   Agencies should ensure compliance with the Commonwealth’s Information Security Standard contained in the current version of the ITRM Standard SEC 501 maintained by the Virginia Information Technologies Agency (VITA).  

Agencies are also responsible for ensuring employees understand their roles in internal control over the transactions entered into Cardinal.  The agency should have policies and procedures for all business processes.
 ____________________________________________________________

	
	

	Cardinal Security Form
	To gain access to Cardinal, a Cardinal Security Form must be completed, signed by the user, and approved by the individual’s supervisor, the agency Cardinal Security Officer, and DOA General Accounting (if applicable), and submitted to the Cardinal Security Team. Access should be granted based on the specific work that an employee needs to perform and the associated Cardinal security role(s) that allow those duties to be completed. 

It is the agency’s responsibility to maintain proper documentation of the approval of access that has been granted to Cardinal users.   The agency is responsible for developing and maintaining sufficient internal controls over Cardinal access, which includes developing policies and procedures over the process of adding, changing, and deleting users. 

A CSO cannot authorize their own access.  The secondary CSO must complete and submit the Cardinal Security Form for the primary CSO. 
______________________________________________________________



Cardinal Security Officer
	Introduction
	Each agency is responsible for selecting two key individuals to be designated as Cardinal Security Officers (CSOs). These designations should be noted on the agency’s Authorized Signatories Form (DA-04-121).   If the CSO changes, an updated Authorized Signatories Form should be submitted to DOA as soon as possible. 
The Cardinal Security Officers must list their contact information (phone and e-mail) on the Authorized Signatories Form (DA-04-121).  This information will be utilized by the Cardinal Security Team.  

For further information on the Authorized Signatories Form, please refer to CAPP – Cardinal Topic No. 20310, Expenditures.


	Duties and Responsibilities of the CSO
	The duties and responsibilities of the CSO are as follows: 
· Sign the Cardinal Security Forms
· Sign the Annual Cardinal Security Review Certification Form on behalf of the agency (Business Unit), 

· Ensure and certify that the requested user roles are in accordance with the Cardinal Security Handbook,
· Serve as Cardinal Security liaison between their Business Unit and the Cardinal Security Team to resolve Cardinal user security issues,

· Control an agency's access to Cardinal,
· Ensure adequate internal controls exist within the agency to prevent unauthorized access to Cardinal and the Cardinal data and datasets used to submit data to Cardinal.  Note:  It is the agency’s responsibility to design and implement these controls.  See subsection entitled Agency Requirements, 
· Ensure maintenance of documentation of the approval of access that has been granted to Cardinal users, including the periodic review of that access,

· Submit timely security deletion requests for staff who should no longer have access to Cardinal,
· Ensure receipt of current Cardinal policies, procedures, and subsequent updates related to Cardinal security and prompt dissemination to affected agency personnel.
   


	Agency Cardinal Acknowledge-ment
	The Cardinal Security Officers listed on the Authorized Signatories Form have been granted authority to add, change, and delete users in Cardinal that are both preparers and approvers of transactions in Cardinal.  Persons granted select approver roles in Cardinal have the authority to approve and release revenue, and expenditure documents and transactions for their agency, department or institution.  By approving a transaction in Cardinal, the agency, department or institution, and its employees and agents agree to the certifications contained in the Commonwealth’s Accounting Policy and Procedure Manual for the applicable transaction.   



	Employee Notification of Responsibilities  
	With the exception of the initial security access granted through Cardinal implementation of the role mapping task, users must sign the Cardinal Security Form which contains an acknowledgement that transactions entered into Cardinal should be in accordance with applicable CAPP – Cardinal Topics.  However, the agency is responsible for ensuring employees understand their roles in internal control over the transactions entered into Cardinal.  The agency should have policies and procedures for all business processes.   See Agency Requirements for more information.


	Statewide Cardinal Security Handbook 
	The Statewide Cardinal Security Handbook is attached hereto as Exhibit A.  The Cardinal security roles are explained in detail in the handbook by role, description, separation (segregation) of duties requirements and other role considerations.  



	Segregation of Duties Policy Exceptions 
	Agencies that are very limited on staff may request an exception to the segregation of duties requirements contained in the Cardinal Security Handbook by submitting an exception request that includes the following:

· Providing a written justification to DOA’s Director of General Accounting,
· Having this exception request signed by the Agency Head 
· Providing a description of the internal controls implemented by the agency to mitigate the lack of segregation of duties.  
DOA will notify the Agency and the Cardinal Security Team when the

exception is granted.
DOA Contact

Assistant Director, General Accounting
· (804) 225-3325
· gacct@doa.virginia.gov 

 


	
	


Transfer File Security for Interface Agencies  

	Transfer File Security 
	Agencies that utilize their own internal financial systems and interface (transfer files) to Cardinal must have sufficient and adequate controls and security over the data and systems.  This includes but is not limited to: 

· Access controls:  Agencies should have policies and procedures in place for granting and periodically reviewing access to 1) internal financial systems, 2) Cardinal, and 3) supporting information systems.  Access should be based on absolute necessity and use.  Individuals who do not use their access frequently in the course of their jobs should be removed.  These procedures should include processes for removing access timely for employees that have left the agency.  The policies and procedures should include review and approval of access granted as well as the maintenance of documentation of user additions, changes, deletions and periodic user reviews.  

· Information Security:  Agencies should develop and implement procedures, guidelines, and business practices that facilitate the safekeeping of critical data, which includes financial data.   Agencies should ensure compliance with the Commonwealth’s Information Security Standard contained in the current version of the ITRM Standard SEC 501 maintained by the Virginia Information Technologies Agency (VITA).  Agencies are responsible for ensuring the secure transfer of accurate and complete data to Cardinal.
See CAPP – Cardinal Topic No. 70210, Cardinal Media Interface Requirements, for account access forms and security protocols for file transfer.  



Internal Controls 

	Internal Control 
	The control of an agency’s access to Cardinal is vital.  The CSO is responsible for ensuring the existence of a comprehensive system of internal control over both online and offline access to Cardinal files.  This access control is vital to ensure the integrity of accounting transactions submitted to Cardinal.  See the subsections Agency Requirements and Transfer File Security for more information.  The internal controls must be documented sufficiently to allow examination by the Auditor of Public Accounts.  DOA is not responsible for the existence, design, or function of such internal control systems.  See CAPP – Cardinal Topic No. 10305, Internal Control, for further guidance. 
	


Records Retention 
	Records Retention  
	Cardinal access records and documentation must be retained for three (3) years or until audited by the Auditor of Public Accounts, whichever is longer. See CAPP – Cardinal Topic No. 21005, Records and Retention, for further guidance. 
	


Subject Cross References
	References 
	CAPP – Cardinal Topic No. 10305, Internal Control
CAPP – Cardinal Topic No. 21005, Records and Retention
CAPP – Cardinal Topic No. 20310, Expenditures
CAPP – Cardinal Topic No. 70210, Cardinal Media Interface Requirements 



Suggested Forms and Job Aids

	
	


	Suggested Forms and Job Aids
	The following form can be found on the Cardinal Website, under Statewide Toolbox – Forms, DOA Forms: 

Authorized Signatory Form (DA-04-121)
The following can be found on the Cardinal Website, under Statewide Toolbox – Cardinal Security: 

Cardinal  Security Form 

Instructions
Additional job aids and training materials may be available on the Cardinal website. 



Contacts

	
	Assistant Director, DOA General Accounting
·     (804) 225-3325
(        gacct@doa.virginia.gov   

Cardinal Security
(       Cardinal.Security@doa.virginia.gov 



Exhibit A:  Cardinal Security Handbook – Statewide
	
	Statewide Cardinal Security Handbook starts on page 11. 
Summary of Cardinal Security Handbook Changes as of January 29, 2016:

1. New roles added to the handbook

a. Accounts Payable Roles

i. Travel Expense Configurator

b. Accounts Receivable Roles

i. Funds Receipt Manager Multi BU

c. Additional Roles Section

i. APA Audit Special

ii. Audit Inquiry

d. Statewide Roles

i. DOA Special Paycycle Processor

ii. Voucher Spreadsheet Processor

iii. Voucher Spreadsheet Approver

iv. Oversight Viewer

v. GL Revenue Reporter

vi. DOA Journal Bypass
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