Bankof America %%
Merrill Lynch

Program Administrator
Disaster Contingency
2011 Guidelines

The information contained herein is proprietary and confidential to Bank of America. Information may not be
distributed or copied without express permission from Bank of America.

i
Commercial Card Services
PA Disaster Contingency Guidelines 2010



CONFIDENTIAL AND PROPRIETARY This document and its contents are confidential and
proprietary to Bank of America Corporation and may not be disclosed to any person who is
neither a Bank of America associate nor employed U.S. Government Agencies and responsible
for disaster recovery services. It may not be copied or distributed in whole or in part without
authorization from Bank of America Corporation

© 2008 Bank of America Corporation

The information contained herein is proprietary and confidential to Bank of America. Information may
not be distributed or copied without express permission from Bank of America.



Table of Contents

Mission Statement

Purpose

Bank of America Retail Footprint

Bank of America Commercial Card Products
Preparation Timeline

Program Administrator’s Disaster Preparatory Questions & Actions Checklist
Critical Functions Quick Reference Guide
Secured Messaging IronPort/PostX

Contact Matrix

Payment Information

Appendix

Quick Reference Guide for Administrators Works Version 17..........cccccooiiii,
Quick Reference Guide for Administrators Visa Information Management (VIM) Card Management

1"

12

13

14

14

The information contained herein is proprietary and confidential to Bank of America. Information may

not be distributed or copied without express permission from Bank of America.



> Mission Statement

Bank of America Commercial Card Servicing and the Technical Help Desk are poised to provide
assistance through Commercial Card Services and Customer Servicing resources before, during
and after a disaster. Commercial Card Servicing and the Technical Help Desk are devoted to
executing the appropriate practices available when disasters occur, providing a positive client
experience quickly and intelligently.

The information contained herein is proprietary and confidential to Bank of America. Information
may not be distributed or copied without express permission from Bank of America.
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Ay Purpose

This guide is available to assist Program Administrator’s in identifying and utilizing Commercial
Card Servicing and the Technical Help Desk resources prior to, during and following a disaster.

This contingency guide does not supersede internal procedures set forth by your company.

The term “disaster” defined as an event that causes significant injury, loss, disruption of
operations or death. Types of disasters can include but are not limited to the following:

Natural Unnatural

Floods Terrorist Attacks

Hurricanes Explosions

Tornadoes Hazardous Material/ Radiological Incidents
Winter Storms Civil Disturbances

Earthquakes War

Fires

Bird Flu

Commercial Card Servicing and the Technical Help Desk are committed to address each event
within the context of its impact and the severity to our clients and cardholders. Further, we are
dedicated to executing the appropriate practices available when disasters occur and providing a
positive client experience quickly and intelligently. In an effort to support you in the disaster,

Commercial Card Servicing and the Technical Help Desk provide easy 800 number access for

our clients and cardholders.

In response to Hurricanes Katrina, Rita and Wilma in 2005, Card Services assisted with
processing over 1,173 new account setups, 6,817 credit limit increases and 5,207 activations.
Bank of America mobilized ATM units in impacted areas and banking centers were fully staffed
to assist customers with their banking needs.

The information contained herein is proprietary and confidential to Bank of America. Information
may not be distributed or copied without express permission from Bank of America.

5
Commercial Card Servicing
PA Disaster Contingency Guidelines



Bank of America Retail Footprint

Bank of America provides unmatched convenience in the United States, serving approximately
57 million consumer and small business relationships with 5,900 retail-banking offices, and
more than 18,000 ATMs and award-winning online banking with 29 million active users.

Bank of America is a Global Leader in Corporate & Investment Banking and trading across a
broad range of asset classes serving corporations, governments, institutions and individuals in
more than 150 countries and has relationships with 97 percent of the U.S. Fortune 500
companies and 79 percent of the Global Fortune 500.

Coast to Coast Retail Footprint

» Bank of Amernca stores

In Bank of America Markets

= 76% of U.S. population
* 34 million BAC consumer households

= 3.3 million BAC small business
customers

The information contained herein is proprietary and confidential to Bank of America. Information
may not be distributed or copied without express permission from Bank of America.
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Purchase Card

Corporate Travel Card

Corporate Card

Commercial Card

A charge card delivering a convenient, cost
efficient alternative to the time-consuming,
labor-intensive management of the purchase
order. Visa® or MasterCard® products are
available

A charge card that delivers a convenient,
cost efficient and organized approach to
track, reconcile and allocate official travel-
related expenditures. Visa® or
MasterCard® products are available

A charge card that delivers enhanced
efficiency across the entire fleet
process: purchase, payment monitoring
and control of fuel and vehicle
maintenance expenditures. Visa® or
MasterCard® products are available.

A charge card that delivers an integrated
approach to the entire purchase, travel and
fleet expenditure process. Effectively
combines the features of the Purchase,
Travel and Fleet Card into one payment.
Visa®

Commercial authorization spending controls
including merchant blocking and ability to set
spending limits based on business needs
Accepted anywhere Commercial or Business
Cards are accepted

Line item detailed information provided when
captured by participating merchants

Improves accountability (transaction
processing, cost allocation, invoice
reconciliation and online reporting for all
transactions within Works®)

Leverages buying power

Tax reporting available (1099)

Commercial authorization spending
controls including merchant blocking and
ability to set spending limits based on
business needs

Accepted anywhere Commercial or
Business Cards are accepted

Line item detailed information provided
when captured by participating merchants
Improves accountability (transaction
processing, invoice reconciliation and
online reporting for all transactions within
Works®)

Travel Rewards allows individual
cardholders to earn individual Travel
Rewards. Reward accounts earn one point
for every net dollar spent on travel &
entertainment purchases. Rewards can be
redeemed for air travel with no blackout
dates, travel certificates, cruise discounts,
merchandise via catalog and merchant
certificates.

Payment Center Access enables
Individual Bill/Individual Pay cardholders
to view their card activity and make
payments online at no cost

Commercial authorization spending o
controls including merchant blocking
and ability to set spending limits
based on business needs

Line item detail information provided |s
when captured by participating
merchants

Account and transaction information
available through Works®

Accepted anywhere Commercial or
Business Cards are accepted
Executive Corporate Card - Clients
can designate up to ten company .
officers for our Executive Gold Card.
Individual credit lines can be as high
as the company credit line. Concierge
Service offers 24-hour assistance for
nearly all of an Executive’s
entertainment, travel and business
plans.

Payment Center Access enables
Individual Bill/Individual Pay
cardholders to view their card activity
and make payments online at no cost [«

Commercial authorization spending
controls including merchant blocking and
ability to set spending limits based on
business needs

Visa Extras® is an option program that
enables owners to choose between two
point-earning options: Company Level
Rewards whereby all reward points are
credited to a single company account and
Individual Level Rewards whereby each
participating cardholder account is
credited with their own reward points
Executive Commercial Card - Clients
can designate up to ten company officers
for our Executive Gold Card. Individual
credit lines can be as high as the company
credit line. Visa Concierge Service offers
24-hour assistance for nearly all
entertainment, travel, and business plans.
Examples: hotel reservations, event
tickets, restaurant recommendations,
airline reservations, pre-trip arrangements
and business services

Payment Center Access enables
Individual Bill/Individual Pay cardholders
to view their card activity and make
payments online at no cost

Streamlines administrative processes by
eliminating purchase orders

Customized electronic invoice file supports
posting of transactions within financial
systems

Streamlines administrative processes
Customized electronic invoice file
supports posting of transactions within
financial systems

Streamlines administrative processes [
and improves accountability
Preferred vendor/supplier acceptance  [»
and implementation

Streamlines administrative processes by
eliminating purchase orders
Customized electronic invoice file supports
posting of transactions within financial
systems

The information contained herein is proprietary and confidential to Bank of America. Information
may not be distributed or copied without express permission from Bank of America.
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CashPay

Commercial Prepaid

A card based solution used to deposit
reoccurring payroll or entitlements (where
person is entitled to full cash access of funds)

A electronic disbursement solution for clients
disbursing checks, cash and gift certificated
for a variety of business reasons including
Insurance, rewards, petty cash, and relocation

Recurring payroll or payroll-related funds -
Disability, Workers Compensation,
Unemployment. In addition, Child Support
and Unemployment for Government deals,
as well as student financial aid funds and
recurring federal benefits.

Ownership of Funds — Individual

Funding Method -ACH standard direct
deposit (can use existing file; separate batch
or file not needed); Web Exception Funding
for last-minute errors in pay also available for
clients with approved ACH exposure

Full funds access via Visa debit merchant
purchases, cash-back at PIN POS terminals,
ATMs, over-the-counter cash access or
Emergency Cash Transfer via Western Union

Insurance claims and disbursements,
Employee rewards, recognition and benefits
disbursements, Business travel and
entertainment, Petty cash, Per Diems,
Relocation, Gift and loyalty programs
Ownership of Funds — Individual or
Corporate

Funding Method -Notify via prepaid
administration tool (PAT) either individual
loads or multiple loads via a csv file upload
of amount to be loaded to each cardholder
account; Wire amount to BAC DDA account
Prior day . Direct debit to BAC account the
day after value loads occur. Must provide
100% funding for all cards loaded and must
have an intraday limit established for cpc
product.

Visa purchases, Cash Back at pinned POS
terminals (Visa only through Interlink),
Over the Counter and ATM withdrawals
limited to $1500 per day(can be negotiated)

Streamlines administrative processes

Streamlines administrative processes

The information contained herein is proprietary and confidential to Bank of America. Information
may not be distributed or copied without express permission from Bank of America.
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" Preparation Timeline

Whenever possible, Commercial Card Servicing and the Technical Help Desk’ contingency
planning begins prior to the onset of a disaster, by monitoring events and weather patterns, and
through regular communications with Card Account Managers (CAMs) and Client Managers
(CMs).

The preparation timeline below outlines recommended actions to be taken prior to, during and
following disasters. The purpose of the timeline is to provide Program Administrators with
pertinent information to assist them in identifying and delivering proactive disaster contingency
recommendations for clients/cardholders.

Timeframe

Disaster Davs Action Commercial PA's
Status Y Card Services
Track disaster X X
Confirm potential impacted areas X X
Contact clients to determine special needs and business X
requirements
% 5 Advise agencies to ensure that all PAs are listed in Works® X
o © 1 through 3 Secured Messaging Enrollment — see page 12 for details X
a8 Identify need for new or replacement travel cards X
oo Verify and update cardholder’s information via Works®, VIM,
o SDOL, or email/phone (to Commercial Card Servicing or the X
Technical Help Desk)
Determine if additional credit or cash increases are necessary X
4 through 14 CCS will be processing your requests expeditiously X

When requested, Bank of America CCS will provide the following
statistical data to companies impacted by disaster:
. New accounts
Reopened accounts
Credit and/or cash limit increases
Timeframe of increases X
Stop date of credit and/or cash limit increases
Average increase amount
Maximum increase amount
Merchant Category Code (MCC) overrides
Forced authorizations

15 through 30

During Disaster

The information contained herein is proprietary and confidential to Bank of America. Information
may not be distributed or copied without express permission from Bank of America.
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Program Administrator’s Disaster
Preparatory Questions & Actions

Checklist

The questions and actions listed below are available to assist PAs in the proactive and effective
identification and facilitation of cardholder requirements in preparation for disaster.

PA Question Recommended Actions for PAs

1. Does your company have any personnel,
installations and/or offices in the areas
affected by the disaster whereby relocation is
necessary?

If yes, will the impacted personnel need travel cards to relocate?
Identify personnel in the affected areas
Identify personnel who have cards and/or need new accounts

2. Is your company sending personnel to assist
in the disaster area?

Identify personnel who have cards and/or need new accounts

3. Will your company need additional accounts
set up for personnel, either relocating from the
disaster or assisting in the disaster area.

Identify personnel who have cards and/or need new accounts

Run an account listing report from Works® , VIM or SDOL to determine needed
course of action for each account listed under your hierarchy

Complete online applications in Works®, VIM, or SDOL or fax new applications
to the “Disaster Team” at 704.719.5423. Scanned applications will be accepted
and sent via email at CCS_team_servicing@bankofamerica.com.

4. Does your company have alternative
addresses for existing and/or new account
holders who are either leaving or assisting
with the disaster relief?

If yes, please do one of the following:

Identify cardholders
Identify and provide the card delivery location information to CCS
Submit request(s) (choose one):
o Emailto: CCS at CCS team servicing@bankofamerica.com
or THD at CommCardTHD@bankofamerica.com
0 Faxto: 704.719.5423— Attention: Disaster Team
o Contact CCS at 800.822.5985 or THD at 1.888.589.3473 (option
1 password reset or option 4 Works, VIM, SDOL or Payment
Center)

6. Will your cardholders need additional
convenience checks?

Identify cardholders needing Convenience Checks
Determine single purchase limit, number of books and shipping address
Submit request(s) (choose one):
o0 Emailto: CCS at CCS team servicing@bankofamerica.com
or THD at CommCardTHD@bankofamerica.com
0 Faxto: 704.719.5423 — Attention: Disaster Team
o0 Contact CCS at 800.822.5985

7. Does your company need assistance with
Works®, VIM or SDOL access for PA and/or
cardholders?

Contact Works® technical assistance (choose one):
o 1.888.589.3473
0 Email CommCardTHD@bankofamerica.com

8. Will the PA’s need assistance with any reports?

Determine and outline requirements
Contact the Technical Help Desk for technical assistance (choose one):
0 1.888.589.3473 (option 1 password reset or option 4 Works,
VIM, SDOL or Payment Center)
0 Email CommCardTHD@bankofamerica.com

The information contained herein is proprietary and confidential to Bank of America. Information
may not be distributed or copied without express permission from Bank of America.
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Critical Functions
Quick Reference Guide

Commercial Card Servicing or the Technical Help Desk offers the following quick reference
guide to assist PAs in managing their card programs during a disaster by outlining critical
functions necessary to execute requests expeditiously.
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Activate Account X| X X
Card Replacement X X X X[ X| X X
Cardholder Information (Updates) | X X X X[ X| X
Cash Limit Increase X X X X X| X X
Convenience Checks Reorder X X| X[ X X X | X
Credit Limit Increase X X X X X| X X
Deactivate/Close Account X X X X| X| X
Hierarchy Changes X X
New Account Setup X[ X[ X[ X
MCCG Changes X X X[ X| X X
Authorized Contacts X X| X[ X[ X
Reopen a Closed Account X X X

The information contained herein is proprietary and confidential to Bank of America. Information
may not be distributed or copied without express permission from Bank of America.
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Secured Messaging
IronPort/PostX

Bank of America has implemented a Secured Messaging system, which allows the encryption
of sensitive e-mail text and attachments. Secured Messaging allows Bank of America to
communicate to external customers and/or suppliers while protecting information through
encryption technology.

To enroll and use the IronPort/PostX Secured Messaging tool read the Recipient Guide for
Secure Messaging and follow the steps required:

1. Submit your request through CommCardTHD@bankofamerica.com or
CCS team servicing@bankofamerica.com
2. Provide your first and last name, Company name and e-mail address

Program Administrators will receive a secured message sent from Bank of America to start
your secured messaging.

The information contained herein is proprietary and confidential to Bank of America. Information

may not be distributed or copied without express permission from Bank of America.
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Contact Matrix

Bank of America

Department

Contact Information

Commercial Card Services is committed to providing WORLD CLASS customer service to
your company/organization. The below matrix will assist PA’s with contact and payment
information in time of disaster.

Hours of Operation

Bank of America ATM Locator

www.bankofamerica.com

PA Company Support — Disaster ¢ Email: CCS _team serV|clnq_@b:_slnkofamerlca.com Monday through Friday
Team e  Phone CCS at 800.822.5985, option 2 7:00 AM to 9:00 PM EST

e  Fax at 704.719.5423— Attn: Disaster Contingency Team

. Phone: 888.449.2273
Cardholder Customer Service e TTY/TDD: 800.500.6267 (TTY / TDD) 24 hours x 365 days

e Toll Free Fax: (888) 958-2273
Claims . Phone: 1-800-410-6465 Monday through Friday

e  Toll Free Fax: (602) 597-5271 7:30 AM to 4:30 PM MT M-F
Collections «  Phone: 877.321.4862 Monday through Friday

7:00 AM to 5:00 PM MT

Customer Protection
(Fraud Prevention)

Phone: 877.451.4602

24 hours x 365 days

Technical Help Desk

Email: Commcardthd@bankofamerica.com
Phone: 888.589.3473 Option 1 (resets) Option 4 (WORKS, VIM,
SDOL, Payment Center)

Monday through Friday:
7:00 AM to 9:00 PM EST

MasterCard Assistance

Web: www.mastercard.com/atm
Phone: 800.622.7747

24 hours x 365 days

Recovery

Phone: 800.327.0163 (ext 59404 or 58471)

Monday through Thursday:
8:00 AM to 8:00 PM EST

Friday:
8:00 AM to 5:00 PM EST

Visa International

Web: www.visa.com
Phone: 800.847.2911

24 hours x 365 days

The information contained herein is proprietary and confidential to Bank of America. Information
may not be distributed or copied without express permission from Bank of America.
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Payment Information

Appendix

Quick Reference Guide for Administrators Works
Version 17

This guide provides step-by-step instructions for common Administrator tasks
performed within the Works application.

For detailed instructions, please see the Administrator’s Guide. That guide is available
to download from within the application under the Tools > Training and Help >
Documentation section of the Navigation Bar.

The information contained herein is proprietary and confidential to Bank of America. Information may not be
distributed or copied without express permission from Bank of America.
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Overview
This gide gives step-by-step stmations for comros
Sbminietrator tasks perfomted writhin the Workis application.

For detailed metnactings  please cee the Sdmmictrator’s
Crnide. That gide can be doamloaded from writhin the
applicatioz 1muder the Tools = Traning and Help =
Dooumendatdion section of the Hawizadion Bar.

® Persaor

@ pocomanta

'T customer Service

Logon to the Application

B+ To logontothe application

1. Open poo Biterret Browrser.

1. Enter the following TRL in yorr addrecs bar:
Pyttt arorke . coth

3. Enter yonar logon aedevitiale:
Exnail
Usemian e

Pacoaord

{ o can rezet your pazsiend by ciichng Fongot Your Paewond?

& rrien[ Loon |

User and Card Administration

A1 divridnale who thay access the spplication are referred to
a6 “users”, Those users who hawee Deen isnaed cards are called
“cardhiolders®. Each card issued to 4 cardholder i accocisted
writh a card profile that provides card cordrol for & sitgle cand
or 4 groap of cards.

Belonar are the most ofter, perfoon ed administrative tacks
Telatirg to et and card admivictration.

How do 1 adkl a new user and /or card request?

Wona huare the folloaring three optiors whety qeatii ueers awd
card Tequests:

Create 4 nser ondye
Create a1ser ahd card Teqaest sivmtaweonishy
Create a card request omdy

#  Tocreate 3 user arly

1. Select User fioan the Create therot and click Ge.

HiU e and Card Requesst
A Group

L daatincety Level
e GL Sagenant VW abie o
IGL Y abd Combination

GL Authonzaton Priofle ™

2. Prowide persoril ffoomation shot the user. Give special
atteriticm to the following fields:

Lear name—must be at least b chamcters.

Email—F you do nat wantthe application to send the kliceme E-
Mail, efther emter customermailg@works. com of deunull@morks.com.

Payess ID—Emte rifiis 10 i you wantto match the userto an individual
idemtified in pour accoumting sofuane for reimbursement pupozes.

Aurthor iy LewabF available, select one ofthese predetined lenels
For any uzer who will be azdqned the Group Spprave  role, This mle
authorizes e uzerto app rove purchase requests upto a pre-defined

distributed or copied without express permission from Bank of America.

The information contained herein is proprietary and confidential to Bank of America. Information may not be
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. Besizn g ucer to onby ope Zpoup W either of these
methods by cliking 2%t locate nd seloct & gronp
huithe,

. clig e | Tt to the previons page.

. Beeizn 4 serto obw ortnome roles by selacting the
sppropriste boxes, For defmitione of these Toles, see
Chapter 4 of the Sdminicirater’s Guids.

E]Jr] Nt 33

. Choose ot of the followig optione to deterhire the
neer’s address. Typicalby, thic is the addrecs where carde
and statermients vrill be cont:

Lo the defartt Crop address chiosen,

Click the tnatton becide Customize and evter 4
addrecs other thir, the defortt Group address.

| Clik e |

. Onthe confimnation page, cligk, = |,

Tor create 3 user and card request

. Gelect Uper and Card Regquent fom the Credts men
and click o

Create: |User and Card Request = | Go|

|z and Caed Heguey
(Eroup

i Authoniy Level

HGL Segrmert Vabie
HGL Yabd Cosrbirstion
UL Authorization Profle
UL Authonzaion Ruls
e EXRENSE LatEG0NY
AArdLncafrEnl

Scheduled Op

. Followr stepes 2 throngh 7 ithe previous procedurs to
pronide i ot for the user part of this procedure,

L4

f&i0n

|

. Edit fielde ithe e Request Detenls coean for the
c4rd part of this procedre, Give special dtertion to the
folliarmg fields:

¢ Emboag 1—-Comim tiz entry, which by defauttis the first, middie,

£ ami last name oFthe Wser, The entry inthis feld wil be embozsed on

thefirt ling fths nlasfic cand

£ Card hame—Emer  nickname in thiz fieldif you want an adional

£ identifierfurthe cand used within the application.

# ofCarda—Detemine how many plastic cards il be maied forthe

§ aecoumt For a Ghost Cand, which inwalues no physical pastic card,
§ mber 0, Bie sure, howewer, t comtact yourizsuer diecty forthe
 gand number,

Athation Mumber—Entera $-digitsecunty thetthe issuing bank
¢ Wil request when inquiries are mads aboutthe card and when

£ activting the cand. The number could include the candhalder's Soiial |

 Secunty Mumber, Employee (0, e,

£ Cooms Profik—host Administetors will seect proile ethis tme,

£ instead of defeming th e sk umt afer the cand has be en issied.

(L Diefau &8 —Emter any GL codes that will, by defautt be displayed

£ inthe GL seqments associated uith ol tensactions Made uith s
§ o,

£ Siew the Administiators Guide th reviets how the spplication asdgns
 GL codes thathaue been mapped to seue @l addtionl endties such

&5 Users, qroups, and and prifiles)

. When finiched providing the card domnation, clids &
. Werify that all fbmnation is comect ot the reniitg

s, and click Feuh |
Tor create = card request orly
. Gelect Card Reopuest froon the Creats mera and click
(=
Create: | Cad Requed * '3'5':
Cad Phofile
Card Fuogram Llass
Uea
User and Card Request
Gioup
Gty Lewvel
GL Seginent Vahe |
GL Vahd Combination
e GL Authorgation Frofle 1
GLAuthoraon Fule ™

. From the list ofusars that dieglay, locate and chick the

ozt boeside the et for whiokn o et to qeate the card
Tequest, (Von iy select rahiple vsers),

. Clid Fosh |,
. Followr steps 4 throwgh 6 i the presions procedie,

The information contained herein is proprietary and confidential to Bank of America. Information may not be
distributed or copied without express permission from Bank of America.
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How do | change users'roles?

P To change user roles

1. Thder the Admindstraion section of your Havrigation
bar, click Organdzafion and celect Users.

¥ administration
i
L i

2. A Yict of veers will dicplay, corted alphabeticalby by Last
Harte,

Sortthe ligt by any element indicated in a column Reading by
clicking diractty an e column heading.

Toggkthe ort onder befwesn ascending and descending onder, by
continuing to click the column name. Each ime you click the sort
ander changes.

Wiet the neat page of items, by using the comrols in the cemter of
the soreen; e LT e

Changethe numtss of ugers diBpEysd per page by usng the
drop-doun in the cemter ofthe soreen o 100 zf b pae

rarTow o ur viwablarea ute by ecpanding e Fee meny
and cRoosing & firer. A1 emties wil be fittened out dfthe list eccept
forthe ones that perzin o the crteia of e fiter.

3. Once you hawe fomd the neer to modify, click the user’s
Tutte to display rdomvation dhowt the user ithe Details
gation.

4. Click the Reles tah.

“'C’Q".ﬂf'_; Wiagw

frinke ACcoUntiap

LEmplayes Info II-H.nIn- |5copid Py

Assign  Role Altr
r Pragrarm Administrater Ful

[ Accountant
r Purchasar

W Requester

Lol

5. A34 or rerres  chedks to chumge argr of the folloering
Toles,

Prangram fud mngtraor—can pefom all administrtive and can
Maintenance ks, See the Administators Guide fora detailed list

Aceoumam—can reuiew and editall GL codng on tmnsacions and
reimbursement requests. The accountamt may fiad, dispute, or divide
@ fensaction afterthe candnolder has siqned off e tmnsaction or
after swesping the tansactions imts feaagountant work flou prarta
cangnolder zignodf.

P NREf —an Megaile approed purshase fquists an beh al of
ner uzers, ONGe Receined, the purhazer may chiose tr complate,
rejict, of reasign the pu mhaze request

P Uear —Gan Gree purhass requests fir addibional
(incrementz 1] funds.

GL Codar—can aceess and change GL codes on purchase
fequests, mnzactions, and rimbu rsement requests on feir own
Cangs or within their scape of management

Audbor—an access and seport all company reports and reuiew &l
data forthe entine organization.

How do | send login infformation to users?

Wiong gy cetd the follonaring systernetelited login
irfmnation;

& Tlzemgme Beminder
& Bucet Pacoaord
= Welrome Enail

The information contained herein is proprietary and confidential to Bank of America. Information may not be

distributed or copied without express permission from Bank of America.
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B To zendlogin related e-mail messages

1. Followr steps 1 throngh 3 nthe procedars dbove titled
How do Iehamge wsers” voles?

2. the Detaile cectinr, severa] battore will alloarpoa to
perfonn the spproprise fmtion.

gsr name Ram nder—Ciick _5nd Username |y cong 3 ycar
infarmation that will ramind the user ofthe uzername.

et Paawo rd—Cligs _ Change User Fassnard |ng speci a
Tempor 1y passuand. To furce e userts reset the tempo rry
paESUIOR oNGe /ENas been Used, ou GaR eiher select e Fore
reet option of specify that the temporary password be the same as
e users usemame. Clicking Finkh genertes an email to the uzer
Wit the message thatthe Sdministmbor haz updated the pazswon,

Wekome E-mai—lick =60 Wekcome® Ml |iemy ycor pgs
deleted the welcomes e-mail that iz autematically gensrted when pou

aregte te user, TRz will re- send e inftial ink B 1o inte e
apphication.

How do | handle a lost or stolen card ?

Dreactivate the card foew within the spplication, by celecting
the sppropriste deactivation option ad the cortact the
itz barldi to vt thetw that the cand s coreidered lost or
stoler.

Such 4 deactivated card i no Jovgger ussble or accessible
vrithin the spplication, ot traneactione that hawe already
oonmred will still post tothe application,

The acconmd i left open so that the sz bad cin monitor
card activity and nitirvately gererate o replacerrert card vith

the sppropriste balimces.

Atber the bl geverates 4 Teplacererd card, the accomd
aztortiaticalby closes within the spplication, md the neer cad
vrill spipear i the Ready fo dssipmqaene, Vo can then assizn
the e card to the neer atd the sppropriste card profile.

Do Mot fe Ut & replacement ca o for the deactvated cand. Fequesting a
replacement card zhauld only b uzed for rplacing damaged cans
begauze the resuting card will onk replages the phy sicd cand not the
oniginal account

B To Disablealost or stolen card within the spplication

1. Thuder the Administration cection of yoor Havdzation
bar, click Card Program, and select Cards,

P

[

s

=

& Yist of cardholders will display, sorted alphabetically

'y Card Name,

Sout the Het boeargr elemert mdicated s cobmum

' hewding by clidking directly on the cobnum heading,

Toogkethegort order between ascending and descending onder, by
comtinuing to click the column name. Each time you clids the ot
ander changes.

Wi the neat pags of items, by using the comralz in the cemter of
e sarepn; HFeee LD [eraEe

Changethe numess ofcardno kered i playsd per pegeby using
the drop-gown inthe cemter o the screen ™ v 100 =] ue puge

barrom your viswabk rea Uk by eepanding the Flkee® meny
and chaoging a fitber. Al enties wil be fitbered out of the list ez cept
Farthe anes that perzin to he fiter chazen,

Click omthe e toviear the details of the card.
Torvuark: the card g lostietolen i the spplication, click

Depctrvsts |

Click the Report as Lost or Stolen opticey, md then
click OK.

Deactivate Card f
l{'..-'

o ount: Permanently dizable
. ThErg if no need to contac
e doged, & card account cannot

(¥ Report as Lostor Stolan:  Desctiy
hai baen lagt or #tolen, Plasia
o that ne unauthorized charge
Beeount
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How do Imove a card to a different profile 7

Wi iy terrporarity of pemtuterd b troowe 8 ser’s card to 4
differerd profile. Thie icthe eaciect wray to modify the lonis
of the card withont b to rrodify the stribogtes of 4
profile.

P Tomove 3 card to 3 dfferent profile

L.

Follar steps 1 threnagh 4 of the previmis procedire titled
Hmw dr Thaudie a lod o stolen cavd?

At the bottom of the page, clids e |
Select the nar profile frorm the let of svailahle profiles
ad click _feeh |

Chuoose whether yon wronld ke this dhargze to be
prmtariert, of oo wronld like the spplication to
artorriaticalby rebmm the card to e origmal profile on 4
epecific date,

£ The cand wil automatically mous badk to its original prfile &t 350
§ M. Cemtral onthe date you specity farthe reum.

Click = | The card romedistely moves to the e
profile, and all BICE (lerchart Category Code) blodidg
i the e profile are mvrnedistely effectics.

How do | edit or cancel scheduled card moves ?

P To edt a scheduled card rove

1.

1

Thuder the Admindstradion section of yoor Havdgation
bar, clidks Schedule, and select Scueduled Operations.

o &3 @

Fevrienr the cardis ) affected i the scheduled meone by

selecting the ccheduled o o the List cection and then
clickirg the Affecbed List tab the Details section.

Global Produst Selutions

Mg Rank af Amarea

Memo: Return Cards to Griginal Profile

1 Details |{= Affected List

Card Hare =
Elle43

3. Click [ |below the Details section.

4. Mndify the date or click ERE ] tn change the
dest fration profile on the scheduled date.

5. When firished, click 5 |
P Tocancel 3 scheduled card moye

1. Followr cteps 1 and 2 i the procedure dbovre titled “Ta
edit 4 scheduled cad mrugme™,

2. Click LS8 | Tha cord vrill remain in its corrert. card
profile.

§ HFypoil wish t remove a single cant fiom a scheduled opertion that
{ GOMEINS muMtiple cards, you need th cancel te entire aperton and
i schedule it again.

Mode: 2, card may be included in more than one schedulid ope mtion,

How do | create a new card profile?

Wion gy Teate 4 card profile foon soatch or by editing 4
copry of an exdsting profile.

P Tocreate acard profile from seratch

1. Fromnthe Creabereron, click Card Profile and then Go.

| Card Frogram Class

HINE

WUzt and Cand Request
HGroup

U Asthionity Lesvel —
—_UGL Segment Value I
GL abd Coenbination

GL Authorizabon Profle ¥

3. The remalting page ic divided o sectione. First ader the
oo ation Tequested n the Crerersl Bifonmation sectior.
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§ MEME—TIY to inCorparate feleant iRfomaton in e Name suen &
{ Cradit Limit, Single Transaction Limit, .

§ Bound o Grou p—Leave the default setting of Mong’ unless pour
§ oranization uses this feature. In these cases, reuiew the
§ ndministrtors Guide before modifying this setting.

3. Enter the kdonmation requested i the Semding Covrals

section,

Credt Limkis the maximum in spendable funds fra billing cyds.

Digcrationay Funda are the base funds available for spend atany
fims.

ATMCED Limi Parcentage will onk appearfor companies
liscenzed for the feature,

TraneZtien Dol Limiis the mazimum amount spendable in a
single trmnzaction,

Fegtoore DRCrationay Funde determines what action within the
application uill triggerthe refrezh of Discretiona rf funds, The defautt
is “Candholder and “Tmmediatel,

4. Bter mfonmation requested in the Syremerdal Fesd

Section, This secticn ondy displays to orgamizitione neng
the prurchiace Tequest e ame,

Incremantal Eufler—The percemage aboue the fequested amount
ofthe inGramental funds that the user can spend

Mazimum Bufier DolE amount—The dollar amount thatthe b uffer
Gannat exgeed

Require lltraneztion bo ks 3fac hed to a purchaes req ueat—F
this bz is checked, the cardholder will not be able to signiffa
tensaction if itiz not atteched to a purchass rquest

Wa: numbsr ofdaym to maimtgin noremental funde... —Number
of days thit may pass befre punchase requests expie,

5. Enter ifommation requested m the dubmscabed

Regemyaliatiom sectior, These controls detenmire the
comditicme , I sy, mder whick the application
aatortaticalbe signe off raneactione,

Automaically signoffaltraneactions bekow— you enteran
aMount in this field, when a fnsaction eoceeds e limitspeciied,
nir otertransactions farthat uzer will be autematically sqned of
until the user manually signs offthe Tensaction hat excesded the
specified imit

These cortrols aleo detemmine huonar the application will
atterript to aztomaticalhr match Feoming trameations to
prmchias e Tequeste,

0 Hivar r v - b -Gl r Many - 1o -one

Adpast Wlerchart Category Code settinge the MEC
Suttinge cection, These cettinge cpecify whether the
cardholder can pamchace goods andior services with the
card 4t wendors i each of the standard 5 Dlerchart
Categomy Code grops (WMCCE) For each MEC Gy

car select one of the folloaring options
Penmitted
Prohibited
+  Pennitted with admivictrator notification

F your arganization is setup with Custom MCCGS, they can also be
added to @ cand prdile

For each MCCG, yon can aleo cet the Standard
Tritwaction Liwit and Dadly Transaction Lindt allowred,

Clidk 4o came your profile setting:.

Tocreate 3 profilefromn a copy of an exdsting profile

Thuder the Administration section of the Hargation bar,
clicdk Card Program, snd celect Profiles.

=

Froaw the remtting lict of profiles, click the rame of 3

card profile mothe List section toview profile dfoomation

n the Detaile section.

Click S8 | and evter 4 vy viame S the profile in the
Hew profile name fie1d.

Click OECto et to the previone coeery with the pear

profile ruatne v mehaded mothe List section,

Click: the rearree of the reer profils,

Clicks each tab i the Detaile cection to revier the profile
attribnttes . When available, click (% | to edit thiase
attTibntes it 4 pOpIID SiTeen.

e sure th click -2 ar 7| ater pevising attibutes in & popup
sareen t apply those reuizions o the prile,
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How do | process a card awaiting assignment ? How do | areate an announcement

Wlbuery carde are Teated oateide of the spplication, they reed

o b aceizped to 4 nser and 4 profile within the spplication, ¥ To create an announcement
{ Uil & card is assiqned, posted nsactons will nt show in epoting, 1. From the Creae e, celect Anmeoundenent s click
i mor will they ember your witkAan. Go.

A card aaradting accizyoenent typically oooms when 4 card has
been reported as lostfetolerto the ieaier, sd the iener has
generated o Teplacerert cand accomt. Hotification of the neer
arconmrd is tepically reported to the spplication the folloarmg

Craata: |Puchase Flequest = Gof

Card Profile %

day.
Althnagh the replacemherd accomit has 4 temporry Tedit o
limit, & teeds tobe acigned ithe spplicatioen before the | Fa
applicabinn can marage the cedit lowit snd report cand
traneactione to the application.
Whier 4 card needs to be sccigred, rear card acconmt wrll be
muwchaded m the “Seeizn™ action tane dieplared onthe Howe
Page. 2. Ifapplicable, eviter an expiration date afber which the
apronTrcert er il rot display dormg login
W by Bgpired 1 - Typss @
Leasp Trang il 3. Hider 3 mavdnomn of 2000 characters for the text of wour

Trani siban

Rsimburcemant arromcern et and click g‘“"
Cand Eagquait )

Clona
EERigh

{ Al uzers unll see the announcementthe necthme they login. The
* Tomzsign = card i announcement will only display once e nextlogin only) unlessyou
i open and resaue the announcement

1. Thuder Action Regquored or the Bimee page, select the
heeizn’ action to display ol cards awaiting sesigrovet,

i b
3 Select 4 card i riote the emhossed ot the card How do | view of edit an announcement?

the Card bifo tab of the details. 4, Thder the Toels section of your Havigation bar, click
3. Click BR800 ] 1y Jocite the rume of the user to whom Commumications aud select Annamsenents.
o vt to accignthe card. Typicalby this name matches

the anbossed rorte ol roted n step 2.
4. Eter or confinn the Card Hame,
5. Add avye defaalt (L codes  the felds provide.

fi. Iif]jﬂ-:ﬂmrebmmt‘mpmlinuspage.

7. Click _#%5% | g tha solert the sppropriste card

profle ta which the card should belovg, 5. Click the e (ot the cieck box) on whic the
8. Click _™ |t retim tothe previows page. et ert i dieplaged to wiear the ommerd et of the
SRR et
9. Click 2% |tg exute the wssigprtent and remove _ _ _
the card(s) from the *desige’ quee. f. Mod:f_rargrtem}'oumshmdﬂ'mchdﬁgm .
£ tFie cand is & replacement fora Gand h at has been rported as lost |
£ r stolen, atthis point, you may wantt confim thatthe oginal can | How do | cancel an announcement ?
§ GCCOUME s been cancelled witin the application. This should have
§ autematically occumed when the application received e 1. TUhnder the Tedls section of your Havigation bar, click
{ Teplacement cand from e bank. Commamications , and select Avmununcenends
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2. Click the dheck boz beside the spruonmicertierd yon @z
o catuel.

3. Modify ey text you wish sz thn click &2 |

Group Administration

Gronp admimistration dwchades qesting goonaps , Huotdhg 1sers
Anomg grope , and managing sroup o ciale.

How do | create a new group?

F  Tocreate anewgroop

1. From the Creabemem, select Gooup and clids Go,

Create: |Announcenent = 5o
Caed Ficlile

k15
Pa

O GL Segment Vake
E wpenge Categony

2. To select wrbiere the e groap will reside Tyonm
orgarizadion souche , kheear s the Group
Membexship , cLick [55] ad find the parart gromp.

| Graup

mﬂﬂnllll I . I

mt‘ " all armployaes may r

0 Graup mamber
graup [restricted

e mew qroup Wil adpt e fmbue: o the parent g up inrbaily.

3. Selectﬂmpam’d.gm:paruic]idﬁﬂturetlmmﬂm
PTeVimIE Dage.

4, Enter the Group Nanwe for the resr goop.

5. Choose the Rewting Rerriotions , which will detenn e
wbusther or ot ofher gooaps can Toate Purchase Tequests
tio this grop.

fi.  Cloose the roles that will by defimlt be adortaticalby
applied to all veers added to this groap.

7. Clik et |
2. Ifthe newr grooap needs 3 differerd address than the
definnlt address, click |5 OISR g ayper the address.

9, Eh&ﬂmsmﬂmmm.

How do lmove a user to a different group 2

B Torove auser to a dfferent group

1. Thuder the Adminisbration section of yor Havigzation
bar, click Organdration, amd select Users,

3. Tlee the filters to help locate the veens) yon wrard to
Mo,

3. Click the raveeis) of the vsers) that il be mruomred.
4. Click Mo ]

5. Frommthe Seladt o Grouppage, locate the newr gooap and
select the tnatbom beside the grop.

6. Clik _frh |

How do | change group officials 2
Win1 thay add, edit, or Tevvonre an official from 4 groap.

P Toadd = groop officid

1. Thuder the Adminisration section of yor Havdzation
bar, click Organdration, snd select Goups.

2. Belect a group from the realting list.

3. Buthe Details section, click the OFfdalks tdh. To add s
v official for this group, clidk 20 |

4. Sulect an emiployes to ald and clicks _Feeh |

5. Add a chedanarl to the sppropriste groap oficial roles
tio e assigned for this user and clidk et |

Group Owner—can editthe goup approval nles and access
detzilid naports forthe group, as well as any sub-groups. Thers can
only b ome gumer per g mup.

GIoUp A pprovers—also refemed to a5 manage =) Gan app e or
Teject purGhase requests submitted by group member, edit, signed,
orfiag trensactions, and app e or reject reimbursement requests
from membe s ofthe g rup.

The information contained herein is proprietary and confidential to Bank of America. Information may not

be distributed or copied without express permission from Bank of America.

22
Commercial Card Servicing
PA Disaster Contingency Guidelines



Group Procy Reconc il — can rconcile trnsactions on behalf of
@y userin the group [including atzching ransactions to @ purchaze

request]

Group Procoy Req ueater— can create and submit purchase
Tequiests on benah of any uzerin the qraup.

Sroped Accou mant— can pefom mostisks associated with the
Bcnumzmt role, but nly far users inthe qroup orits sub groups. &
Gloup Aecounant cannot export tensaction detsil dat or
xpirtmanipulate GL infomation,

Sz0ped Program Admintraor—can pafm most ks
asociated with the Progrm Sdministmeto r ole, bt only foruzers in
the group or sub qro ups.

Sroped Aud bor—Soped fuditors can acoess the dashboand
summary and detailad rapo s forthe grup, as well as any sub-
qroups.

B Toedt anoffidal of 3 gogp

1. Thuder the Adwinisirafion section of your Hadgation
bar, click Organizaion, s celsct Groups.

3. Select 4 grongp foan the resulting list,

3. Click the Offdals tah ithe Detaile cectinm.

4. Chedk the bosnet tothe official wou ward to edit o
delete.

j i CM Ed Cificial i
6. Moy the growp official’s roles and click 7 |

P Torernove anofficid from a group

1. Thuder the Adwinisirafion section of your Hadgation
bar, click Organizaion, s celsct Groups.

3. Belect 4 groamp fromm the remlmng list,

3. Click the Offdals tah ithe Detaile cectinm.

4. Chedk the boonet tothe official you veard to edit o
delete.

5. Click | Remove |

General Ledger Administration

A Crereral Ledger (L) code or 4 combination of codes e
anbearuatically or maratally spplied to each mteaction to
iderdify bt part of yonrr orgardmatice il be charged for the
trameaction.

GL Sthorization Profiles rectrict the allocation of
tratwactions by 4 ser oF ZoonDp to 4 specific set of GL
ottt inn vabaes,

(retieral Ledger dmirictraticn bades thee following tacks:
s O3dfnz 4 GL wabae for 4 single cegthent
= Adding 4 valid GL combination
= Cresting sthorization profils

How do | add a new GL segment value ?

If oo of the GL segpmerts qeated for your orgardzation
duaring drplamerdation i, for exarple, “Departmet™, amd
YO orgahizadion adds 4 nevr departrment, yon py fieed to
2dd 4 vahie for the neer departrnert.

B Tooadd anew GL segrent value

1. From the Create e, celect GL Sepruent Vahue and
click G

Craats: | Ewpuerise F ol j G|
Expenrizm Foldes
Lot equest

Cand Profie

| Caed Program Class
Uz

Y ser and Card Request

2. Choogs the L Segrend to which vt 43d the
vahues).

3. Erder the wabie snd 4 short desoiption i the fields
pronrded.

gt 5 e

4, Toaddmbiple codes, click; ESAEESRamentalis f
tage dhoee, the expanded cegprerd tero blacks the
vier of the L.

5. W finished adding all vabues click |4 |
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How do | adckl a new GL combination?

F  Toadd anew GL combination

1. Fromthe Creuemean, select GL Conbination smd
click G

Create: [GLVald Combnaton =] G|

Uset -
User and Caid Fegue

Giroup

Authwority Level

GLS V. :

L Aihodizstion Piofle
L Authodizstion Rule
Expenae Category
Arncuncement

-

2. Al the GL cegmente cot up for your orgamization will
display. Enter g comrbination of wabtes horisotally and 4

desaiptinon for the combination.

3. To addnmbiple combinatione , click _

4. When finished adding combinations , click L% |

How do | create a new Authorization Profile

Each GL fothorizstion Profile covtaine nales tht defie what
wrhies car be used ihoeach of the OL cegmevte:

= Dy ahoe
= Syoy cegment trabie except
= Licted wabaes

If “Dhepit™ic g (7L segpment and the departiments differ per
cites or hratuch of your organdzation, yon might meate
athworization profile for the Deavmrer brach that hebades o
ule thet licte vabnes orchyfor the Dermrer hranch.

1. Fromthe Creuemean, celect GL Aherizadion Profile
and click Go.

create: |GL Authoization Profie =] Gol

Click the sppropriste tttom to dudicate what o ward to
do abontt aesocistivg 4 male tothe profle:

Add 3 Ru e Laber— adds no mles o the GL Arthoization Prfile
& e Ukl you o create and add a nule to the p il

An Eaiting Rule—allows you to select an exising mle to the prile.

Ity select & New Bule, an additioral section displays.

[T
L]

B the Afew Fude cectiom, youvill do the folloaring:
Eriter the name of the new nle.
Select a (3L segment froaw the drop-deae, trero.
Select an allenarmce optinn o the segment.

wrill select the check boes beeide the wabaes yin
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wranit to allorar or exchade froem use i the segiment.
[See allosaranic e optiots beloar.)

amy value—allows dl vaues defined forthe selected GL Segment

Any Seqment value Ex:ept—allon any value defined forthe GL
Seqment exceptthe values you ched.

Lited walusa—allow only the values defined forthe GL Seqment
that you check.

Depending on your setup, you may have to Setup rules forone ar
more GL Seqments.

4. When findched writh the adhorization nale corporerd of
the profile , click 5% |t camre the vewr farhoristion
Profile

How do | assign an Authorization Profile

Orace yond hamee corvpleted the aeatiom of yoor L
Marhorizatios Profiles andior GL Snhorizatioe Failes o
cah add then to poor appropriste Teers or Groups:

B To assign a GL Aothonzation Frofile

1. Thuder the Admdndsbradion section of yonr Hawization
bar, click Drgandradiom , sid celect Users or Gooups.
2. Select aucer or gronap fomn the list cectior.

% Cliclke SFrofle | colect the G fathorimation Profile for o
siryzle el O Zoonp.

{ Wou may select mor: than one uzer o g roup by selectng the Table
i view...

4. Clics Frsh |
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