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STATEMENT OF PURPOSE

The Code of Virginia requires that the Department of Accounts (DOA) monitor and account for all
transactions involving public funds. In order to carry out this mandate, the Department uses a
variety of measures, including automated controls, statistical analyses, pre-audits and post-audits,
staff studies and reviews of reports issued by the Auditor of Public Accounts. When taken as a
whole, these measures provide an important source of information on the degree of agency
compliance with Commonwealth accounting and financial management policies, internal controls,
procedures, regulations, and best practices.

The Comptroller’s Report on Statewide Financial Management and Compliance (the Quarterly
Report) is a summary of measures used by DOA to monitor transactions involving public funds and
report findings to the Governor, his Cabinet, and other senior State officials. The Quarterly Report
uses exception reporting and summary statistics to highlight key findings and trends. The
Department also provides additional detailed financial management statistics for agencies and
institutions of higher education.

This Quarterly Report includes information for the quarter ended March 31, 2009, and comparative
FY 2008 data. Some information in the report is for the quarter ended December 31, 2008, which is
the most current data available.

David A. Von Moll, CPA, CGFM
Comptroller

TOA

Virginia Department of Accounts

Financial Accountability. Reporting Excellence.
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SPECIAL REPORT

2008 Information Returns Reporting

The federal government requires State and
local governments and their subdivisions to
report certain payments to the Internal
Revenue Service (IRS) at calendar year-end.
Generally, payments made for $600 or more
during a calendar year to individuals, sole
proprietors, medical and legal corporations,
partnerships, trusts, and estates are considered
reportable.

Studies show that information returns increase
tax collections by increasing the likelihood
that taxable income will be properly reported.

States have special information returns
reporting requirements unique to their

governmental  functions. These include
reporting payments for state unemployment
compensation, taxable grants, reforestation
payments, state tax refunds, and lottery
winnings.

In February 2009, a Statewide Information
Returns compliance survey was conducted for
the 2008 tax year. Based on the survey, 128
tax reporting entities (representing 256
agencies and institutions) filed 3.6 million
information returns totaling $8.6 billion. Two
reporting entities did not file information
returns for 2008. The Commonwealth filed
99.9 percent of the information returns with
the IRS using electronic media.

Information Returns
Filed for Calendar Year 2008

Number of Information Returns

Number of Tax

Filed Reporting Entities
No Returns 2
1 to 50 Returns 65
51 to 250 Returns 29
Over 250 Returns 32
Total Reporting Entities 128
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The agencies and institutions of the
Commonwealth filed the following types of
information returns for the tax year ended
December 31, 2008. When the number of
information returns filed for 2008 is
compared with 2007, percent changes by
category range from negative 6 percent for
1099-S, Real Estate Transactions, to positive
46 percent for W-2G, Lottery Winnings.

The number of 1099-Q forms reported by the
Virginia College Savings Plan increased by

15%, as a result of the increased number of
distributions made to (i) institutions pursuant
to Virginia Prepaid Education Program
contracts, and (ii) participants, beneficiaries
and institutions pursuant to Virginia
Education Savings Trust and CollegeWealth
savings accounts. The variation in the
reported number of lottery winners is due in
large part to the type of games played and the
luck of the draw.

2008 Information Returns Reporting Results
By Major Filing Category

% Change

Dollars Number in Number

Reported of Payees Electronic  Paper of Filings

Form Type (1) in 2008 in 2008 Media Media from 2007
1042-S, Foreign Persons $ 16,267,569 2,248 2,003 245 0%
1098-T, Tuition Statement 2,189,035,065 448,821 448,821 - 3%
1099-DIV, Dividends 402,418 1,516 1,516 - 4%
1099-G, Government Payments 2,499,613,438 2,902,598 2,902,441 157 5%
1099-INT, Interest 9,824,623 50,257 50,076 181 7%
1099-MISC, Miscellaneous Income (2) 716,243,638 25,664 23,354 2,310 4%
1099-Q, Qualified Education Programs 142,061,571 21,468 21,468 - 15%
1099-R, Retirement 2,727,463,769 163,168 163,044 124 5%
1099-S, Real Estate Transactions 142,660,420 943 940 3 -6%
W-2G, Lottery Winnings 172,425,567 24,947 24,947 - 46%
Total $  8,615,998,078 3,641,630 3,638,610 3,020 5%

(1) Does not include payments reported on the Form 1098-E, Student Loan Interest, because the processing of these
returns is contracted out by most higher education institutions.
(2) Does not include Medicaid payments to third party providers made by the DMAS fiscal agent.
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Following is a comparison of the number of returns filed in the past three years in various categories.
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the W2-G. Most of those are shown on the chart below.
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Discrepancy Notices

During 2008, one agency reported receiving
penalty notices from the IRS for missing or
incorrect Taxpayer Identification Numbers on
certain prior year information returns.
Subsequently, the IRS waived these penalties
due to a finding of reasonable cause. One
agency reported receiving and paying a $43
IRS penalty for not withholding the required
tax on a 2007 payment to a foreign national.

Eighty-six agencies and institutions requested
information returns training. The training
requests covered a variety of topics and IRS
compliance issues including the DOA 1099
Adjustment and Reporting System (ARS),

3/31/09 Quarterly Report

Financial Information Downloading System
(FINDS), electronic filing, Purchase Card
payment reporting, Taxpayer Identification
Number mismatches, and the reporting
requirements for the 1099-G and the 1042-S.

In 2008, 20 state agencies and institutions
reported participating in the IRS’ Combined
Federal/State Filing Program. This program,
described in IRS Publication 1220, saves
electronic filers time and postage because the
IRS forwards the state tax copies, that
otherwise would have to be mailed by the
filer, to participating states.
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The chart below lists the reporting entities that filed more than 500 information returns for calendar

year 2008.

Reporting Entities Filing More Than
500 Information Returns for 2008

Number Number
of of Dollars
Reporting Entity Agencies Returns Reported Automated System (s)
Department of Taxation 1 2,750,714 $ 1,894,833,362 In-House System
Virginia Employment Commission 2 198,444 613,105,445 AMS
Virginia Community College System (VCCS) (1) 24 192,140 221,893,737  PeopleSoft Admin. System
Virginia Retirement System 1 163,081 2,761,965,145 AdamsTax Form Helper
Virginia Commonwealth University 1 49,445 301,182,136  Banner and Evisions
George Mason University 1 37,773 274,336,904  Banner
University of Virginia 3 34,389 482,246,513  In-House System
Virginia Polytechnic Institute and State University 2 33,493 325,928,100 Banner
Old Dominion University 1 31,733 143,252,291 Banner and Secure 32
State Lottery Department 1 26,014 215,838,406 JD Edwards Enterprise One
Virginia College Savings Plan 1 21,478 142,633,216 AMS
James Madison University 1 21,292 180,948,812  Winfiler
The College of William and Mary in Virginia 3 13,557 134,661,795 Banner and AMS
Radford University 1 12,999 67,482,343 AMS
Norfolk State University 1 8,521 52,671,381 IFAS
University of Mary Washington 1 6,785 41,801,304 Banner
Christopher Newport University 1 6,745 47,848,209  Evisions
Virginia State University 2 6,582 56,733,794 1099 Express Enterprise
Longwood University 1 5,696 39,907,290 Banner
Department of the Treasury, Division of 1 3,121 2,687,550 In-House System
Unclaimed Property
Supreme Court 9 2,627 99,099,094 IDSS Oracle
Department of Transportation 1 2,050 181,887,182  PeopleSoft FMS
Department of Forestry 1 1,781 2,923,387 AMS
Virginia Military Institute 1 1,726 25,577,048 Datatel Colleague
Department of Rehabilitative Services 6 1,300 14,558,180 Powerhouse
Department of Health 2 974 10,831,292  FAS (Oracle)
Total 70 3,634,460 $ 8,338,833,918

(1) The number of returns filed by VCCS includes 192,118 1098-T's filed on behalf of the 23 community colleges.
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SPECIAL REPORT
2008 Year-End Payroll Processing

At the end of calendar year 2008, DOA
working with 220 state agencies and
institutions, verified and printed 121,275
W-2s. This was a slight decrease from the
number of W-2s printed in 2007.

CY 2007 | CY 2008

W-2s Printed 123,787 121,275
W-2Cs Printed 35* 33*
Agencies Making

Adjustments 67 70

Employee Records
Requiring Year-End
Adjustments 236 254

*# of W-2C'’s printed as of the date of this report.

The elimination of reconciliation and
certification requirements at the end of the
fourth quarter freed staff time for earlier
attention to W-2 processing.  Agencies
ensured that their remote report printers were
operational over the New Year’s holiday. In
addition, many agencies improved the
timeliness of payroll updates during the year.

As a result, required processing deadlines
continue to be met without difficulty.
Submissions of certified year-end reports
continue to follow the same trend as last year.

Agencies adjusted 254 employee records.
FICA adjustments related to the calculation of
imputed life for ORP retirees was the most
common reason for W-2 adjustments.
Adjustments made outside of the payroll
system processed at year-end also constituted
a large portion, as did adjustments for
erroneous deduction processing.

W-2s are printed at the Commonwealth
Enterprise Solutions Center and subsequently
distributed to a third party vendor for folding
and envelope stuffing. Upon return from the
vendor, agencies are notified that the W-2s
are ready for pickup. All CIPPS W-2s were
picked up by January 26 for subsequent
delivery to employees.

Reasons for W-2 Adjustments
Calendar Year 2008

Erroneous Deduction Processing
Non-Resident Alien Adjustments
Adjustments Outside CIPPS
FICA Adjustments

Deceased Pay Adjustments

Void Check

Incorrect SSN

State Income Tax Errors

40 60 80 100 120

Number of Adjustments

% 4% %% %0 %

+*
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COMPLIANCE

Auditor of Public Accounts Reports - Executive Branch Agencies

Agency audit reports issued by the Auditor of Public Accounts (APA) may contain findings because
of noncompliance with state laws and regulations. Agencies may also have internal control findings
considered to be control deficiencies. Control deficiencies occur when the design or operation of
internal control does not allow management or employees to prevent or detect errors that, in the
Auditor’s judgment, could adversely affect the agency’s ability to record, process, summarize, and
report financial data consistent with the assertions of management.

Each agency must provide a written response that includes a Corrective Action Workplan (CAW) to the
Department of Planning and Budget, the Department of Accounts, and the agency’s Cabinet Secretary
when its audit report contains one or more audit findings. Workplans must be submitted within 30 days
of receiving the audit report. Commonwealth Accounting Policies and Procedures (CAPP) manual,
Topic 10205, Agency Response to APA Audit, contains instructions and guidance on preparing the
workplan.

Audit Reports — Quarter Ended March 31, 2009

The APA issued 15 separate reports covering 37 agencies for the Executive Branch. The last
column indicates whether the CAW has been received as of the date of this publication for each
agency with audit findings. Note that in some cases, the CAW may not have been received because
it is not yet due.

New Repeat Total CAW
Findings Findings Findings Received
Administration

Compensation Board 1 0 1 Yes
Department of Employment Dispute Resolution 0 0 0 N/A
Department of Minority Business Enterprise 2 1 3 Not due
Human Rights Council 0 0 0 N/A
Agriculture and Forestry
None
Commerce and Trade
Board of Accountancy (1) 0 0 0 N/A
Virginia Employment Commission 1 1 2 Yes
Education
The College of William and Mary in Virginia 0 1 1 Yes
The Library of Virginia 0 0 0 N/A
Virginia Commonwealth University 2 1 3 Yes
Executive Offices
None
Finance
Agencies of the Secretary of Finance (1)(2):

Department of Accounts (2) 1 0 1 Yes
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Department of Planning and Budget (2)

Department of Taxation (2)

Department of the Treasury (2)

Treasury Board (2)

Health and Human Resources
Agencies of the Secretary of Health and Human
Resources (3)(4):

Comprehensive Services for At-Risk Youth
and Families (3)

Department for the Aging (3)

Department for the Blind and Vision
Impaired (3)

Department for the Deaf and Hard-
Of-Hearing (3)

Department of Health (3)

Department of Health Professions (3)

Department of Medical Assistance
Services (3)

Department of Mental Health, Mental
Retardation, and Substance Abuse
Services (1)(3)

Department of Rehabilitative Services (3)(4)

Department of Social Services (3)

Virginia Board for People with Disabilities (3)

Virginia Rehabilitation Center for the
Blind and Vision Impaired (3)

Woodrow Wilson Rehabilitation Center (3)

Natural Resources

None

Public Safety

Commonwealth’s Attorneys’ Services Council
Department of Criminal Justice Services
Department of Emergency Management
Technology

None

Transportation

Agencies of the Secretary of Transportation (5):

Department of Aviation (5)

Department of Motor Vehicles (5)

Department of Rail and Public
Transportation (5)

Department of Transportation (5)
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0 N/A
2 Yes
4 Yes
0 N/A
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Transportation — (Continued)
Agencies of the Secretary of Transportation (5):

Motor Vehicle Dealer Board (5) 0 0 0 N/A
Towing and Recovery Operators (5) 0 0 0 N/A
Virginia Port Authority (5)(6) 0 0 0 N/A

(1) This audit report contains a risk alert.

(2) The audits of these five entities were released in one report.

(3) The audits of these thirteen agencies were released in one report.

(4) This audit report contains an efficiency issue.

(5) The audits of these seven entities were released in one report.

(6) VPA issues a separate financial report on which the APA provides a separate, independent
auditors report on internal controls, and compliance and other matters.

o b b b b
S H 000000
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Findings — Quarter Ended March 31, 2009

The following agencies had one or more findings contained in the audit report. Short titles assigned
by APA are used to describe the finding, along with a brief summarization of the comments. The
audit reports contain the full description of each finding.

Administration

Compensation Board (CB)

1.

Improve Data Integrity of COIN System. The Compensation Board should strengthen internal
controls to ensure data integrity within the Constitutional Officers Information Network
(COIN). The COIN system gathers clerk fee revenue data from Circuit Courts to calculate
excess fees. Excess fees are used to divert an additional portion of state revenue collected by
courts to local governments whose courts’ collect more fees. The Compensation Board does not
reconcile the fee revenue data gathered in COIN from the Circuit Court Clerks to the originating
Financial Management System (FMS) of the Courts. Because this is a decentralized manual
process, failure to reconcile these differences increases the risk of errors or fraud by Circuit
Court Clerks that could go undetected.

During the audit period, the Circuit Court Clerk’s office in the City of Hampton erroneously
keyed clerk court fee revenue incorrectly into COIN, overstating the January 2007 excess fee
calculation in the COIN system. This error resulted in a $7.4 million overpayment to Hampton
City. Once the City identified the overpayment, they contacted the Compensation Board and it
was transferred back to the Commonwealth the following day, within two weeks of initial
payment. In response, the Compensation Board staff added an edit to the COIN system that will
warn users if total fees entered vary by more than 10 percent from the prior month. Although
the Compensation Board staff has provided a quick remedy to mitigate the magnitude of these
types of transactions, the Board still has no assurance that Circuit Court Clerks are properly
keying data to the COIN system. The audit recommends that the Compensation Board either
gain access to FMS reports in order to perform regular reconciliations of FMS to COIN, or
receive data file transfers from FMS to automatically populate the necessary data fields in
COIN. Either option will greatly enhance the completeness and accuracy of COIN data and
ensure proper excess fee payments in the future.

Department of Minority Business Enterprise (DMBE)

1.

2.

Information System Security Program. This is a Repeat Finding and progress has been
made. The Accounting and Internal Control Compliance Oversight (AICCO) unit at the
Department of Accounts (DOA) is assisting DMBE in developing an information system
security program. The estimated completion date is April 2009. Once the program is complete,
DMBE should continue to work with the AICCO unit to implement the program and train
employees in the information systems security policies and procedures.

Follow Small Purchase Charge Card Procedures. DMBE’s sole cardholder did not maintain a

daily record of individual purchases to compare to the monthly credit card statement.
Therefore, DMBE does not know if it is paying for only its purchases, or if there are erroneous
charges on the monthly statement. DOA guidelines recommend that cardholders maintain a
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daily log of purchases to ensure agencies only pay for items they purchased and can detect
errors and erroneous charges timely.

3. Process Vendor Statements Promptly. DMBE did not send several bills to the Department of
General Services (DGS) in a timely manner, resulting in non-compliance with the
Commonwealth’s Prompt Payment Statutes. The Statutes require agencies to pay vendor bills
either by the due date or within thirty days of receiving goods or services, whichever is later.
To comply with Prompt Payment Statutes, DMBE must send bills to DGS in sufficient time to
pay the bill in accordance with the Statues.

Commerce and Trade

Virginia Employment Commission (VEC)

1. Review Wage Discrepancies. The Tax and Wage Information Processing (TWIP) Unit is not
reviewing and correcting wage discrepancies identified on various wage discrepancy reports in a
timely manner. Employers report wages paid to employees to VEC, which verifies the amounts
reported against other sources of information. Differences between amounts reported to VEC
and other sources should be reviewed by TWIP and resolved. Unresolved wage discrepancies
could affect the amounts employers pay in Unemployment Insurance taxes and amounts of
benefits employees can receive. A sample of 17 wage discrepancies disclosed five
discrepancies that the TWIP Unit had not reviewed. The Unit subsequently corrected three
discrepancies within one day of the disclosure; the other two required further follow-up with the
employer or the employer’s payroll services firm.

2. Properly complete Employment Eligibility Verification Forms. This is a repeat finding. VEC
has not made significant progress in relation to the prior year finding of not properly completing
Employment Eligibility Verification (I-9) forms in accordance with guidance issued by U. S.
Citizenship and Immigration Services of the U. S. Department of Homeland Security. A review
of 1-9 forms for all employees hired after VEC implemented new procedures during FY 2008
found one form was not dated by the employee, two forms were not dated and initialed by the
employer after a correction was made, and one form indicated the employee’s effective date of
hire rather than the actual first day of work. Based upon the number of errors found during the
audit test work, the APA considers this to be a significant internal control weakness and non-
compliant with federal regulations. While training provided to staff in November 2007, based
on our prior year audit recommendation, had a positive impact in regards to reducing I-9 errors,
we continue to recommend that the Human Resources Division regularly communicate with
staff on the importance of properly completing 1-9 forms.

Education

The College of William and Mary in Virginia (CWM)

1. Continue to Improve Financial Reporting. This is a Repeat Finding, and progress has been
made. Since the College implemented the new Banner Accounting System in July 2004,
management and staff have faced significant challenges in using the new accounting system to
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prepare its annual financial statements. In the current financial statement preparation cycle, the
College hired a new Assistant Director of Financial Reporting and there were substantial
improvements in financial statement preparation, including improved documentation, more
timely financial statements, fewer errors, and better preparation of year-end adjustments.
College staff and the auditors also identified several significant errors from previous years that
required restatements of beginning fund balances, reclassification of revenues and correction of
footnote disclosures. After four cycles of preparing annual financial statements from the new
accounting system, College staff has not documented detailed procedures for preparing the
financial statements and ensuring their accuracy.

Virginia Commonwealth University (VCU)

1.

Compute Title 1V Refund Calculations Accurately. The Office of Financial Aid did not
accurately calculate Title IV refund calculations throughout the 2007 — 2008 academic year.
Financial aid staff used a spreadsheet application to compute the refunds; however, incorrect
formulas led to incorrect calculations. In July 2008, The Office of Financial Aid recalculated all
Title 1V refund calculations for students where a refund to the program would be required.
These errors affected 166 student accounts and required VCU to refund an additional $170,494
in aid to the Title IV programs. Financial aid staff sent letters to students affected by the
recalculation advising how this changed the balance of their student account.

Identify Unofficial Withdrawals Promptly. The Office of Financial Aid did not promptly
identify Title IV students who discontinued attending classes without notifying the Registrar
(unofficial withdrawals). To identify unofficial withdrawals, VCU is required to promptly
investigate those students who receive no passing grades each semester. In July 2008 the Office
identified 33 students who were unofficial withdrawals for the Fall 2007 and the Spring 2008
semesters and subject to a Title IV refund. VCU was required to return $42,106 to the Title IV
programs these refunds were not calculated and made in a timely manner. The Office has since
developed a policy to implement this requirement.

Improve Employment Eligibility and Verification Process. This is a repeat finding. In the
prior year audit VCU was reported as not properly completing Employment Eligibility
Verification (1-9) forms in accordance with guidance issued by U. S. Citizenship and
Immigration Services of the U. S. Department of Homeland Security. In a sample of twenty
forms, the audit found one or more errors on twelve forms. Employees did not complete some
forms before the first day of work, or staff did not verify the information within the first three
business days of employment. In another cases, VCU supervisors failed to document the
“Issuing Authority” or “Expiration Date” of the reviewed documents. In addition, White Out
was used to correct some forms as opposed to crossing through the error and initialing and
dating the correction.

Finance

Department of Accounts (DOA)

1.

Improve Information Systems Security Program. DOA needs to enhance certain areas of its
information systems security program. While DOA generally practices good information
security controls, the audit identified three issues relating to its information security program
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that needs further development to protect its sensitive data and comply with the
Commonwealth’s information security standard:

e First, update its information technology risk assessment. The Commonwealth’s
information security standard requires agencies to evaluate and update their information
technology risk assessments at least every three years or earlier if warranted.

e Second, DOA has not documented certain procedures or provided inadequate detail in
others. The information technology security program does not include procedures to
monitor and log system activity, disable unnecessary system services, or discuss the
requirements of how to respond to security incidents for its applications and databases.

e Third, DOA contracts with outside entities, with which it shares sensitive data; do not
sufficiently identify DOA requirements regarding secure transmission, storage, access,
system breach, and adherence to regulatory requirements. Complete documentation of
information technology policies, procedures, and requirements will ensure consistent
application of DOA information security practices and will minimize the risk as it relates
to the confidentiality, integrity, and availability of data and information.

e To further protect its sensitive data and ensure compliance with Commonwealth
standards, DOA should update its Risk Assessment, improve its technology security
policies, and include its security requirements in its interoperability contracts.

Department of Taxation (Taxation)

1. Evaluate and Strengthen the Attachment Preparation and Review Process. Taxation’s Fiscal
Division is required to submit several attachments, including supplemental information, to the
State Comptroller for inclusion in the CAFR. The audit found several oversights and data entry
errors in the receivables, payables, and individual deferred credit supplemental information. In
addition, DOA also found errors in the receivables and payables submission. As a result
Taxation staff had to make several resubmissions that resulted in more than $49 million in
adjustments to the receivables reported in the CAFR. Because of the complexity of the process
and the potential impact on the CAFR, the Fiscal Division should consider the high risk of
errors and omissions on the preparation and supervisory review of the submissions.

2. Improve System Access Management. Taxation periodically reviews user access to various
systems; however, this process does not include all significant systems, have a set frequency,
have a documented process, and have someone independent of all the access requestors review
existing access. A review conducted in August 2008 found the need to modify the access for a
number of users.

3. Improve Process for Documenting the Information Systems Security Program. Taxation has
implemented an adequate Information Systems Security Program and generally practices good
internal information technology controls. However, the Information Systems Security Program
would benefit from a more formal documentation process to ensure uniformity of information
across the various parts of the Program. The Program is a work in progress that undergoes
constant updating and changes for new systems, changing environment, and other factors. In
addition, numerous individuals throughout the organization are working on the Program. The
audit disclosed a lack of consistency between various components of the Program.  The
Program would benefit from the development of a process to ensure all sensitive applications
and operations receive uniform consideration across the agency.
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4. Properly Complete Employment Eligibility Verification (1-9) Forms. Taxation is not properly
completing Employment Eligibility Verification (I-9) forms in accordance with guidance issued
by U.S. Citizenship and Immigration Services of the U.S. Department of Homeland Security in
its Handbook for Employers (M-274). Employees are required to complete, sign, and date
Section | of the 1-9 on or before the first day of employment. The employer or designated
representative must complete, sign, and date Section 2 of the 1-9 within three days of
employment. In addition, in the Certification section, the employer or designated representative
must specify the date of which the employee began employment. Further, Section 2 contains
spaces for the employer to list the documents they examined from Lists A or B and C and to
record the title, number, and expiration date, if applicable. A review of 23 1-9 forms found
Taxation completed four 1-9 forms correctly. In the remaining forms the audit found that
employees completed the forms after the first day of employment, forms were incomplete
because the employer did not record the date employment began, and the forms included the
employee’s social security number rather than the number of the document reviewed. Taxation
also inconsistently maintains photocopies of the documents used to verify an employee’s
identity and employment eligibility. In addition, photocopies of documents did not support the
documents reviewed in the 1-9 preparation process.

Department of the Treasury (Treasury)

1. Establish Sufficient Controls over the Wire Transfer Process. This is a repeat finding and
progress has been made. The prior report noted that Treasury had limited or no involvement
in agency-initiated wire transfers, and only grants, deletes and changes access to the online
banking systems as the agencies request this access. To resolve these concerns, Treasury is in
the process of establishing memorandums of understanding with agencies who directly initiate
wires to explain each party’s responsibilities and necessary controls. The agreements also
include a section directing the other state agency’s internal audit to conduct an annual review of
the wire transfer process.

2. Establish Sufficient Controls over Online Banking Systems. This is a repeat finding and
progress has been made. Select Treasury employees have access to the four concentration
banks’ online banking systems. Treasury also controls access to these systems for other state
agency employees. The prior audit noted a lack of controls surrounding access to some of these
systems. During fiscal 2008, Treasury contacted all other state agencies to confirm account
access and verify that all access is reasonable. Management added a new method for adding,
modifying, deleting, and reviewing online banking system access. Treasury is currently in the
process of developing and documenting policies and procedures surrounding this access.

3. Strengthen Internal Controls over Disbursement Processing. This is a repeat finding. Treasury
reconciles check payment totals to the Commonwealth’s Accounting and Reporting System
(CARS) or another originating system to ensure accuracy of processing. Treasury uses “payee
match positive pay” processing with certain large accounts. Treasury personnel continue to
have access internally to make certain check alterations before disbursement. Treasury needs to
evaluate viable options to mitigate this risk. Although Treasury missed its internal deadline for
implementing “payee match positive pay”, management is continuing discussions to implement
the process with one financial institution and is evaluating the feasibility of extending “payee
match positive pay” to the remaining accounts.
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4. Establish, Maintain, and Review Centralized Cash, Investment, and Application Access
Account Listings. This is a repeat finding and progress has been made. The prior audit
recommended that Treasury establish a centralized automated record of employees’ access.
During the summer of 2008, Treasury gathered information on employee’s access from division
managers and placed the information in a database. Treasury has begun creating a centralized
listing but has not listed access to all individual applications, including the Unclaimed Property
System and some external vendor systems. During the next year, Treasury intends to review the
listing and develop policies and procedures for reviewing and updating the list.

5. Update Risk Assessment and Test Business Continuity Plan. This is a repeat finding and
progress has been made. Treasury is in the process of updating their risk assessments. The
assessments should be completed in a timely manner and the entire business continuity plan
should be tested, at least annually. The plan should be reviewed and revised to reflect any
concerns noted during the testing.

6. Enable Audit Trails and Transaction History on Information Systems. This is a repeat finding
and progress has been made. During the prior year, Treasury did not enable audit trails or
transaction history features on all of the information technology systems. Management is in the
process of addressing this finding and has procured a log monitoring software tool.

7. Establish Adequate Controls over Collection of Unclaimed Property Checks. During fiscal
2008, Treasury had inadequate controls over the collection of unclaimed property checks. One
individual opened all unclaimed property mail that frequently contains checks with a report
listing the appropriate distribution of the check. This is a lack of controls over check processing
as one individual has complete control over the checks and the accompanying reports explaining
the owner of the funds. As a result, Treasury did not have adequate controls to preclude missing
and altered checks.

8. Establish Adequate Reviews over Financial Records. Treasury misstated interest on investment
income and higher education disbursements by $1.5 million on the Virginia College Building
Authority (VCBA) financial statements. This error is a result of inadequate reviews of
individual transactions that Treasury staff post to VCBA records. In addition, Treasury
overstated bond interest payable by $1.3 million on the Virginia Public Building Authority
(VPBA) financial statements. This error was caused by not using the recalculated bond interest
for a refunded bond. In these situations, the lack of an adequate review prevented Treasury
from detecting the error initially.

9. Perform Adequate Oversight over Trustee. Treasury contracts with the Bank of New York
Mellon to provide trustee services for the VCBA and VPBA. Under this relationship, Treasury
is responsible for providing contract management to ensure that Bank of New York Mellon
provides adequate services. Treasury is dependent on the trustee and uses their information
when compiling the authorities’ annual financial statements. Several issues were noted with the
trustee’s performance, including: posting transactions to incorrect accounts, untimely postings,
missing statements, untimely resolution of errors, and account balances that do not reflect an
accurate transaction history. In addition, the trustee could not originally confirm two significant
account balances for VCBA. Treasury also questions the integrity of the electronic data that it
receives and, therefore, does not rely on this information and continues to enter all transactions
manually. Treasury management met with the trustee’s management in December 2008 to
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discuss a list of their concerns. Treasury management expects Bank of New York Mellon to
make significant progress by March 2009. When Treasury manages this relationship properly
and demands accurate and timely information, it could reduce time spent on correcting
inaccuracies and also could upload trustee information into its spreadsheets electronically and
analyze the information.

10. Conduct Security Awareness Training Timely. Treasury has not performed security awareness
training in accordance with its policies and Commonwealth Standards. Treasury is making
progress toward implementing a complete security awareness training program by using a web-
based system to track completion. This system allows Treasury to ensure that new employees
complete training timely and allows them to complete refresher training at least annually. New
and existing employees should complete and acknowledge receipt of information technology
security training and records of completed training should be retained for at least a three-year
period. Treasury’s Information Security Officer should ensure departments are complying with
awareness training requirements by review training content and attendance periodically.

Health and Human Resources

Department for the Aging (VDA)

1. Strengthen Information Security Program — First Year Finding. Aging does not have critical
components of an information security program such as a Business Impact Plan, and a Risk
Assessment to evaluate key IT infrastructures. The absence of these documents questions the
validity of Aging’s Contingency and Disaster Recovery Plan, which uses the results of the
Business Impact Plan and Risk Assessment to develop the plan. An inadequate information
security program places the agency and its information systems and data at risk.

Department of Health (VDH)

1. Update and Expand Security Awareness Training — Repeat Finding. VDH has not set up an
agency-wide formal information security awareness training program, missing its self-imposed
due date of March 31, 2008, by seven months. Providing users with regular Security Awareness
Training minimizes the risks of not maintaining the confidentiality, integrity, and availability of
VDH information. VDH management was expecting to provide staff with refresher training
before the end of the calendar year. Current refresher training, together with regular updates, is
needed to ensure that users are aware of new policies, procedures, or risks to the VDH IT
systems and information.

2. Improve and Test Contingency and Disaster Recovery Planning — Repeat Finding. For the
second consecutive year, VDH does not have adequate contingency and disaster recovery plans
for all of its sensitive and mission critical applications. The audit found varying levels of
compliance with the Commonwealth’s security standards; however, none of the contingency
plans reviewed met the critical elements of the standards for continuity of operations and
disaster recovery. The Commonwealth’s security standards require the development of
contingency plans. Agencies are required to test the plans annually.
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3. Establish and Document Responsibilities for Securing Partnership’s Equipment — First Year
Finding. VDH needs to formally document the processes for requesting, approving, granting,
reviewing, and removing physical access to the Partnership’s equipment. At VDH expense, the
Partnership maintains equipment owned and maintained by Northrop Grumman in Health’s
basement. While Health generally practices good physical security controls over the space
occupied by Northrop Grumman, VDH needs to document the controls to ensure responsibilities
are clearly articulated and meet the Commonwealth’s standards.

4. Initiate Corrective Action Plan for Federal Reporting — First Year Finding. The Division of
Women, Infants, and Children (WIC) and Community Nutrition Services (Division) lacks
proper procedures and practices for reconciling Special Supplemental Nutrition Program for
WIC reports to its accounting records, which represents an internal control weakness. While no
material instances of non-compliance, we found poor internal controls increase the risk of future
non-compliance, which could result in financial penalties to the Commonwealth.

5. Improve Information of Virginia Performs — First Year Finding. Virginia Performs information
is accessible to the public, and it is important that information reported be accurate and easy to
understand. Five of the ten measures’ names did not clearly state the purpose of measure and
what VDH was measuring; in addition, the methodology did not adequately explain how VDH
calculated the measure.

6. Ensure Secure Delivery of Controlled Substances — First Year Finding. The Chesterfield Health
Department pharmacy serves as a hub distributor to other local Health Departments in the
region. When shipping controlled substances the pharmacy does not include a list of medication
in the packages. Including a list of medication in the package helps provide assurance that the
local health departments received all of the medications. Under current procedures a local
health department cannot determine the completeness of a shipment.

7. Standardize Pharmaceutical Ordering — First Year Finding. The Central Pharmacy does not
have an efficient procedure for documenting pharmacist purchase requests. Unclear purchase
requests can lead to purchasing the incorrect medication or purchasing incorrect quantity and
dosage of medication. The pharmacy should standardize their procurement process to minimize
future errors.

Department for Rehabilitative Services (DRS)

1. Properly Record Leases in the Lease Accounting System — First Year Finding. DRS
inconsistently recorded its lease information in the Commonwealth’s Lease Accounting System
(LAS) since becoming responsible for entering its lease information into LAS in 2006. As a
result, in some instances the Procurement Division at DRS has recorded its leases inaccurately
in LAS causing misstated lease commitments. The Lease and Contracts Administrator and the
Procurement Director have both attended LAS training. However, the Procurement Division’s
LAS users have not followed Department of Accounts instructions. The Procurement Division
has the following issues with their methods of recording lease information in LAS:

e The Lease and Contracts Administrator did not enter all payment streams for the
Roanoke office and the Charlottesville One Stop leases in LAS.
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e The Lease and Contracts Administrator did not have adequate support for the lives, costs
and values of the four leases reviewed.

e The Lease and Contracts Administrator entered the lease renewal for the Norfolk office
lease into LAS three times without realizing the error.

e The Lease and Contracts Administrator did not enter one of two Manassas leases into
LAS.

The Procurement Division should revise, document, and implement updated agency-specific
policies and procedures to cover all aspects of entering and modifying leases into LAS.

Department of Social Services (DSS)

1. Reconcile Financial Reports — First Year Finding. DSS underreported Food Stamp expenses by
$44 million for inclusion in the Commonwealth Annual Financial Report. The Fiscal Division
provided DOA with the inaccurate information as part of its year-end submissions. The error is
the result of the Fiscal Division failing to reconcile the submission to its accounting records.

2. Improve Information on Virginia Performs — First Year Finding. DSS needs to improve their
performance measures information reported on the Virginia Performs website. A review of the
four key performances disclosed that in three cases the name did not clearly state the purpose of
the measure. Two of four measures were incorrectly classified as output measures. Finally,
three of four measure methodologies did not adequately explain how DSS calculated the
measure.

Department of Mental Health Mental Retardation and Substance Abuse Services (DMHMRSAS)
1. Improve Management and Controls for Facilities — First Year Finding. The Central Office is
not providing adequate guidance and oversight to its facilities in the following areas:

Recording of Construction in Progress

Controlling Capital Assets

Granting Access to Timekeeping System

Completing Employment Eligibility Verification Forms

Complying with Information Systems Security Program

Documenting Security Awareness Training

Developing and Testing Continuity of Operations and Disaster Recovery Plans

Since the Central Office already provides the facilities with centralized billings and construction
management, it holds an ideal position in taking a leadership role in developing a
comprehensive back office operation for the facilities, which would assume total operations for
administrative functions. Facilities that lose personnel may compromise the internal control
structure and knowledge base needed to handle key transactions and duties.

2. Improve Monitoring Program over Community Services Boards — Repeat Finding.
Community Service Boards (Boards) are DMHMRSAS’s primary mechanism for delivering
community services. A significant portion of the funding from DMHMRSAS to the Boards
comes from the federal government. DMHMRSAS has a fundamental responsibility to ensure
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the proper administration of federal awards and compliance with the contractual terms of the
contract with the Boards. DMHMRSAS’s documented procedures for monitoring the Boards’
performance were compared to recommended practices, and the audit noted three areas where
DMHMRSAS could further refine its monitoring program. Programmatic risk considerations
need to be added to the financial risk model. Local Boards need to be held accountable for
deficiencies and corrective actions should be included in their annual contracts. Finally,
management needs to complete the analysis of on-site financial reviews to determine what risks
are being accepted by relying on exceptions noted by independent auditors.

Ensure Compliance with Information Systems Security Program — First Year Finding.
DMHMRSAS does not provide adequate oversight of the information systems security
programs at its facilities. This lack of oversight prevents the Information Security Officer (1SO)
from knowing if DMHMRSAS is meeting the minimum requirements contained in the
Commonwealth’s Information Technology Security Standard. To ensure adequate protection of
all DMHMRSAS systems, the Central Office should not only require its facilities to follow the
information security policies and procedures developed by the DMHMRSAS ISO, but also
develop a process for ensuring that the facilities are following these requirements

Improve Security Awareness Training Documentation — Repeat Finding. For the third straight
year, DHMRSAS does not have evidence that all of its employees completed security awareness
training. This is not only a HIPAA security violation, but prevents the DHMRSAS 1SO from
knowing if employees are receiving or completing training as required by the Commonwealth’s
Information Technology Security Standard.

Improve IT Continuity of Operations and Disaster Recovery Plans — Repeat Finding. Agencies
that provide critical services to citizens, such as DMHMRSAS, need to have plans for
continuing operations on an interim basis should their IT systems fail. Inadequate planning
increases the risk that DMHMRSAS will fail to successfully provide services if mission critical
IT systems fail.

Improve Controls Over Capital Assets — First Year Finding. Four out of five facilities are not
performing physical inventories every two years as required by the Commonwealth’s policies
and procedures. Capital assets are not properly updated in the Commonwealth’s Fixed Asset
Accounting and Control System (FAACS). Lack of physical inventories increases the risk of
fraud, theft, or loss of the assets. The Central Office should ensure that all facilities complete
full physical inventories every two years as required, in addition, FAACS access should be
terminated for individuals that do not perform FAACS entry or act as a backup.

Properly Record Construction in Progress — First Year Finding. The Central Office does not
provide oversight and direction to the facilities on how to record construction in progress, and
do not have centralized policies and procedures for all facilities. Facilities are improperly
recording the constructed assets in the wrong asset categories. Facilities are recording all capital
project expenses in buildings and not considering the amounts that should be broken out into
equipment or infrastructure. This results in inaccurate useful lives and incorrect depreciation for
these assets, which affects DMHMRSAS’s billings to Medicaid.

Grant Proper Access to Timekeeping System — First Year Finding. The DMHMRSAS facilities
which operate the timekeeping system Kronos do not have adequate controls for granting
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access. Based upon the number of errors, this finding is a significant internal control deficiency
in DMHMRSAS’s payroll process. Improper access to the timekeeping system increases the
risk of individuals receiving payments for time not worked.

Properly Complete Employment Eligibility Verification Forms - Repeat Finding.
DMHMRSAS personnel are not properly completing Eligibility Verification Forms (1-9) in
accordance with guidance issued by the US Citizenship and Immigration Services of the US
Department of Homeland Security. Management at the Central Office should develop steps to
continuously review the 1-9 process, train human resources staff on requirements of completing
I-9 forms, and develop procedures to continuously review all or a sample of 1-9 forms for
compliance with federal regulations.

Medical Assistance Services

1.

Improve Contract Monitoring — First Year Finding. Medical Assistance Services paid for
services using a higher rate than the one that was in effect when the contractor provided the
services. Medical Assistance Services should determine which billing method is appropriate
and evaluate the guidance it provides to contract managers for approving payments, which could
involve recalculating the invoice, determining if the invoice conforms to the contract, or other
procedures as needed.

Public Safety

Department of Criminal Justice Services (DCJS)

1.

Strengthen Information Systems Security Program. This is a Repeat Finding, and progress

has been made. DCJS has improved its information security program since the last audit, but
there are some key components that still require strengthening to be fully compliant with the
Commonwealth’s information security standards. DCJS has documented a business impact
analysis, a risk assessment, and a continuity of operations plan; however, the essential business
functions are not consistent throughout these documents. DCJS needs to ensure the various
components of the plan are consistent and complete.

Improve Internal Controls Over Grant Payments. A sample of grant payments included
payments under the Comprehensive Community Corrections grant and the Offender Re-entry
and Transition Services grant. The audit found no documentation of a grant monitor’s review
and approval of progress reports before DCJS made payment to the grantee. DCJS should make
sure grant monitors document, review and approve progress reports before making grant
payments. The documentation of the review and approval process shows that the grant monitor
IS ensuring that the grantee is performing the tasks of the grant.

Department of Emergency Management (DEM)

1.

Establish Procedures for Preparing the Schedule of Expenditures of Federal Awards.
Emergency Management Finance staff was not able to accurately prepare the agency’s Schedule
of Expenditures of Federal Awards (SEFA) for the fiscal 2008. Emergency Management
submitted their first SEFA on the due date to the Department of Accounts (Accounts); however,
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staff knew that the amounts were incorrect. Emergency Management staff required three
additional months and assistance from Accounts to finally submit an accurate SEFA.
Emergency Management Finance staff lacked the experience, training and had no written
procedures to assist them in the preparation of the SEFA. This is a required federal and state
annual report, which is due at the same time each year.

Develop Sub-Recipient Monitoring Plans. The grant managers for the State Homeland Security
Grant Program and Hazard Mitigation Program are not adequately monitoring the sub-recipients
receiving these funds. The Hazard Mitigation and State Homeland Security Grant programs
have not implement a plan that staff will follow and use to monitor sub-recipients to ensure that
they are properly spending funds for their intended use. This could result in the Commonwealth
having to repay funds if the sub-recipient does not spend the money properly. Emergency
Management does not have any written sub-recipient monitoring plans for these programs.
Further, we determined that the Finance Department, Internal Auditor, and Federal Program
managers are not sharing information on how well or poorly the sub-recipients are using their
funds.

Properly Report Expenditures on Quarterly Federal Reports. This is a repeat finding and
progress has been made. During the 2007 audit, the Auditor of Public Accounts found that
Emergency Management’s accounting records did not support the amounts reported as state
match on the quarterly financial status reports submitted to the U. S. Department of Homeland
Security for the Public Assistance Grant. During the fiscal year 2008 follow-up review;
Emergency Management staff had corrected these reports and were properly reporting the
current state match for the Public Assistance Grant. However, Emergency Management did not
have written policies and procedures for preparing the quarterly financial status report and did
not report correct amounts for the State Homeland Security Grant Program.

Establish Systems Security Program. This is a repeat finding and progress has been made.
Emergency Management has made significant progress in documenting their information
systems security program. To establish a strong information systems security program,
Emergency Management must continue to enhance its documentation, and ensure full
implementation of all aspects of the program. Auditor of Public Accounts identified the
following areas where management needs to improve documentation and complete
implementation needs to occur:

e Enhance Information Technology System and Data Sensitivity Classification

e Enhance Information Technology System Inventory, Boundary Definition, and
Ownership Identification

e Implement Security Awareness Training

Transportation

Department of Motor Vehicles (DMV)

1.

Improve Vehicle Rental Tax Collection Controls — First Year Finding. DMV lacks adequate
segregation of duties in the Vehicle Rental Tax Return Division. Each month, the Senior Tax
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Examiner receives the original tax returns from rental companies with attached checks for taxes
due. The Examiner does not deposit the checks, however, the Examiner does create the
delinquency notices for non-filing or non-paying to the rental companies. This lack of
segregation of duties provides the opportunity to misappropriate a check, destroy the original
return, and conceal the tax liability by showing a zero balance in the rental tax system while
withholding the issuance of a delinquent tax notice to the rental company. Best practices stress
that management segregate certain functions as part of the internal control system established to
prevent, detect, or correct accounting mistakes and misappropriation of assets. The segregation
of cash handling and billing functions is a basic internal control.

2. Ensure Completeness of Vehicle Sales and Use Tax — First Year Finding. DMV does not have
adequate controls to ensure the completeness of motor vehicle dealer reported sales and use tax.
DMV processed $367 million in vehicle sales and use taxes from dealers during FY 2008. The
online dealer system allows dealers to enter sales information in real-time; dealers send
appropriate sales tax payments to DMV based on the system balances. DMV requires
documentation for sales including vehicle titles signed by the buyer and corresponding title and
registration applications. The On-line Services Division does not have a procedure to identify
missing documentation. Without proper supporting documentation DMV cannot validate the
sales prices keyed by dealers in the online system. DMV processes about 2,000 vehicle
transactions each day. Currently, DMV matches documentation to the on-line system on a
sample basis, but the sample comes from the existing documents. By sampling from existing
records, DMV cannot identify if there are any missing documents to support electronic
submissions. DMV should develop a procedure to verify that dealers submit the required
documentation on a sample basis and document the results. DMV should sample the population
of sales prices reported in the on-line system, rather than the population of existing documents.

3. Improve Controls over the International Registration Plan Process — First Year Finding. Once a
month, DMV settles its accounts with other states participating in the International Registration
Plan through an independent clearinghouse company, International Registration Plan, Inc. The
clearinghouse calculates the net amount owed by or to Virginia by each state and processes
automated clearinghouse payments. Most states, including Virginia, use the clearinghouse to
process those payments. DMV reconciles the information in their VISTA system to the data
sent to the clearinghouse during pre-settlement and before the final settlement of payments. A
review of six monthly reconciliations found the following deficiencies:

e No supervisory review for any of the six reconciliations tested.

« No sufficient support for three months to facilitate supervisory review.

e No resolution of reconciling items from the May 2008 clearing process as of August
2008.

e Amounts DMV paid by check to non-participating states in three months did not agree to
the amount owed per the clearinghouse report.

« Differences totaled about $42,000.

e Unresolved discrepancies for the month of January 2008 ($200,653.60) and May 2008
($800.32) between what the clearinghouse and the

e VISTA reported Virginia owed other participating jurisdictions.

Monthly reconciliations help ensure Virginia receives the correct amount due and remit the
correct amount owed to other jurisdictions. A reconciliation process that lacks timeliness,
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management review, and contains unresolved discrepancies can result in lost revenue to the
state or insufficient payment to other participating states.

4. Improve Information Security Program — First Year Finding. DMV can further enhance the
already adequate security program.

Security Awareness Training

DMV does not require or provide annual security awareness training for its branch employees
who handle sensitive information. In order to enhance the safeguarding and handling of
confidential data, staff should receive annual training in areas such as e-mail safety, malicious
code and viruses, social engineering, sensitive data protection, password management, and
policies and procedures.

Risk Management Plans

DMV has not updated its Business Impact Analysis (BIA) or Risk Assessment (RA) since
August and October 2005, respectively. Outdated risk management plans impede the ability to
mitigate risk and maintain effective continuity of operations and disaster recovery plans. The
Commonwealth’s IT security standard requires agencies to evaluate and update both the BIA
and RA at least every three years, or earlier if warranted. DMV plans to update its risk
management plans in summer 2009.

Acceptable Use Agreements

DMV’s Information Systems Security Program does not include a requirement that employees
must sign an acceptable use agreement. By not requiring staff to sign agreements, DMV risks
the confidentiality of its sensitive data and misuse of its critical systems. Commonwealth
standards mandate that agencies require documentation of IT systems users’ acceptance of the
agency’s acceptable use policy before, or as soon as practicable after, gaining access to agency
IT systems.

5. Properly Complete Employment Eligibility Verification Forms — Repeat Finding. DMV
personnel continue to improperly complete Employment Eligibility Verification (1-9) forms in
accordance with guidance issued by U. S. Citizenship and Immigration Services of the U. S.
Department of Homeland Security. A review of eighteen 1-9 forms completed during FY 2008
found three forms were not signed and dated by the employees on or before the certification
start date, two forms lacked the Section 2 Expiration date, six forms lacked the proper Section 2
Issuing authority identification, and two forms did not have the correct Section 2 Certification
by the employer on the first day of employment.

Department of Rail and Public Transportation (DRPT)

1. Improve Controls over Non-Formula Public Transportation Grant Management — First Year
Finding. The review of non-formula public transportation grant awards and payments disclosed
that three of six grants tested did not have documented justification of the decision to award
based on consistent, objective criteria and 16 of 38 grant payments lacked sufficient
documentation supporting the grantee invoices. These payments to the Greater Richmond
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Transit Company for capital grants totaled $474,269. The total budget for non-formula public
transportation financial assistance in FY 2008 was $36.8 million. DRPT also did not have
procedures to develop consistent evaluation criteria for non-formula public transportation grants
or describing the documentation grantees must submit for payments of those grants. Lack of a
consistently applied process for awarding grants and making payments increases the risk that
DRPT may make awards to inappropriate applicants or improper payments to grantees. DRPT
IS acting to correct this deficiency.

Department of Transportation (VDOT)

1.

Improve Application Monitoring Processes — First Year Finding. VDOT does not adequately
monitor logs of database or system administrators’ access and activity for applications on the
Equipment Management System which contains sensitive data. The Commonwealth’s 1T
security standard requires agencies to identify the steps necessary to monitor and record IT
activity commensurate with data sensitivity and risk. While the IT Partnership is responsible for
monitoring and logging at the infrastructure level, VDOT is responsible for maintaining security
of its” applications, including databases and other software used to access sensitive data residing
on the infrastructure. Since the system and database administrators are the data custodians and
have the highest level of access to sensitive data, it is important to document and implement a
monitoring and logging procedure capable of detecting involuntary or forced alteration to
VDOT’s sensitive data for these high-level accounts.
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Risk Alerts — Quarter Ended March 31, 2009

The APA encounters issues that are beyond the corrective action of management and require the
action of either another agency, outside party, or a change in the method by which the
Commonwealth conducts its operations.

Three APA reports contained Risk Alerts:

Agencies of the Secretary of Finance

Modernize Financial Systems and Processes (Repeat Risk Alert)

Government transparency is a concept which requires governments to provide a substantial amount
of information online using the internet. The federal government has already enacted legislation to
provide information online and is considering new legislation. Additionally, in the past several
General Assembly sessions, members have introduced a number of bills modeled on the existing
and proposed federal legislation that makes state data available on the internet.

Much of the requested information one would typically find in modern enterprise accounting and
information systems. However, the Commonwealth’s systems do not contain the information, or
cannot easily exchange the information, due to their age and lack of integration. Further, the
Commonwealth’s key systems are antiquated and are fundamentally at risk of a failure where either
the vendor or expertise of keeping the system operating could become unsustainable. This limits
the Commonwealth’s financial reporting capabilities which have become more of a concern given
the recent push for timelier financial reporting in the government sector.

It will take a substantial amount of time, effort and coordination among agencies to upgrade and
replace the Commonwealth’s systems. The Commonwealth needs to continue to move forward
with the modernization of its systems and with the plan to develop standardized data requirements,
which would ease the exchange of data between central systems and systems maintained by other
agencies and institutions in the Commonwealth.

Consolidate Functions Within Secretary of Finance Agencies.

The Secretary of Finance should review the current organization and operations of the Departments
of Accounts and Treasury and consider consolidating certain functions to improve the effectiveness
and efficiency. The APA recommends that the Secretary should transfer many of Treasury’s Trust
Accounting functions in the Operations Division to Account’s General Accounting or Financial
Reporting Divisions. The transfer would eliminate redundancy, strengthen internal controls, and
clarify and improve staff responsibilities for accounting and financial reporting of the
Commonwealth’s cash and investments and long-term debt activity.

Board of Accountancy

Subsequent to June 30, 2008, the Board has undergone some significant changes in its general and
accounting operations. These changes raised concerns by APA regarding the adequacy of internal
controls over financial reporting in future years. The Executive Director position has been vacant
since November 7, 2008, also, the Board terminated its accounting services agreement with another
state agency and the individual who had previously prepared the financial statements would not
continue to perform this function. The Board brought the accounting function in-house. Board staff
assumed the accounting services duties that were formally outsourced. The staff does not have the
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training and expertise to perform these duties. In addition, the Board has no documented policies
and procedures to assist the staff.

Department of Mental Health, Mental Retardation, and Substance Abuse Services

This Risk Alert is also identified as containing an Efficiency Issue. The Department is not
providing adequate guidance and oversight to its facilities. Facilities were noted having inadequate
control, significant non-compliance and accounting errors related to system and access security;
capital assets, including construction-in-progress; timekeeping; and Employment Verification
Forms (1-9). The Secretary and senior management should consider evaluating whether changes are
needed in the Department’s management structure and philosophy. One approach to consider is
having the Central Office perform as much of the administrative functions as possible for the
facilities. This would allow the facilities to concentrate on program services. The Central Office
already provides the facilities with centralized billings and construction management, which
positions it ideally to develop a comprehensive back office operation and assume total operations
for administrative functions. The APA believes this approach will improve the Department’s
internal controls, gain risk management benefits, and improve the operational efficiency of the
facilities.

Efficiency Issues — Quarter Ended March 31, 2009

During the course of its audits, the APA observes agency practices, processes, or procedures that
management should consider for review to improve efficiency, reduce risk, or otherwise enhance
their operations. These matters, which are reported as efficiency issues, do not require
management’s immediate action and may require investment of resources to provide long-term
benefit.

One APA report containing an Efficiency Issue was received:

Department of Rehabilitative Services

Counselors at Rehabilitative Services (DRS) are including unnecessary documentation in clients’
case files. In addition to printing, signing, dating, and retaining a piece of paper to indicate that
they have determined that the client is eligible, the counselors are also certifying eligibility
electronically within the new case management system. DRS should ensure its counselors are
taking advantage of functionalities within the new case management system. DRS can evaluate its
processes to determine how the processes can be changed to eliminate manual and physical
document processes that are no longer necessary.
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Special Reports Received — Quarter Ended March 31, 2009

The APA issued the following Special Reports:

Commonwealth of Virginia Single Audit Report for the year ended June 30, 2008*

Progress Report on Selected Information Technology Projects in the Commonwealth,
January 2009*

Report on Collections of Commonwealth Revenues by Local Constitutional Officers for the
Year Ended June 30, 2008*

Report to the Joint Legislative Audit and Review Commission for the Quarter October 1,
2008 to December 31, 2008*

Service Management Organization of the Virginia Information Technologies Agency
Interim Review of the Information Technology Partnership, February 2009*

*Indicates management control findings.

Other Audit Reports Received — Quarter Ended March 31, 2009

The APA also issued the following Other Reports:

The Assistive Technology Loan Fund Authority Report on Audit for the year ended June 30,
2008*

The College of William and Mary in Virginia Intercollegiate Athletics Programs for the year
ended June 30, 2008

George Mason University Intercollegiate Athletics Programs for the year ended June 30,
2008

J. Sargeant Reynolds Community College Report on Review for the year ended June 30,
2008

James Madison University Intercollegiate Athletics Programs for the year ended June 30,
2008

Local Government Investment Pool Report on Audit for the year ended June 30, 2008
Longwood University Intercollegiate Athletics Programs for the year ended June 30, 2008
Mountain Empire Community College Report on Review for the year ended June 30, 2008
Norfolk State University Intercollegiate Athletics Programs for the year ended June 30, 2008
Piedmont Virginia Community College Report on Review for the year ended June 30, 2008
Radford University Intercollegiate Athletic Programs for the year ended June 30, 2008
University of Virginia Intercollegiate Athletic Programs for the year ended June 30, 2008
Virginia College Building Authority Report on Audit for the year ended June 30, 2008*
Virginia College Savings Plan Report on Audit for the year ended June 30, 2008
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e Virginia Commonwealth University Intercollegiate Athletics Programs for the year ended
June 30, 2008

e Virginia Military Institute Intercollegiate Athletic Programs for the year ended June 30,
2008

e Virginia Public Building Authority Report on Audit for the year ended June 30, 2008*

e Virginia Public School Authority Report on Audit for the year ended June 30, 2008

e Virginia State Bar Report on Audit for the year ended June 30, 2008

* Indicates management control findings.

b b b b
RS K K 4
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Status of Prior Audit Findings

The policy governing the Agency Response to APA Audits requires follow-up reports on agency
workplans every 90 days until control findings are certified by the agency head as corrected. The
status of corrective action information reported by agencies under this policy is included in this

report.

It is important to note that the status reported is self-reported by the agencies and will be subject to

subsequent review and audit.

Latest Audit  Fipging Title of APA Audit Current Status as Reported Status
Year Number Finding by Agency Summary
Department of General Services (DGS)
2007 07-03 Update and comply with  State Plan of Operation was In progress
Virginia's state plan of resubmitted to GSA on
operation for federal January 15, 2009. DGS is
surplus property. awaiting final approval.
06-04 Include mandated Chapter 12 of the manual is In progress
procedures in the being reviewed. Completion is
surplus property manual. expected in late Spring 2009.
06-06 Finalize and distribute Disposal and employee In progress
real estate policies and housing policies are being
procedures. developed with the goal of
completing the policies by May
1, 2009.
Department of Agriculture and Consumer Services (VDACS)
2007 07-01 Properly complete Supervisors and Human Completed
Employment Eligibility Resources staff are reviewing
Verification (I-9) Forms. and verifying all documents.
APA is not reissuing the point
in the FY 2008 audit.
Department of Business Assistance (DBA)
2007 07-03 Maintain official records ~ Department heads are In progress

of the Department.
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Latest Audit Finding Title of APA Audit Current Status as Reported Status

Year Number Finding by Agency Summary
07-06 Document Information The analysis is underway with  In progress
Security Program. assistance from DOA's

Accounting and Internal
Control Compliance Oversight
Division (AICCO). The Director
approved the Security Plan on
2/26/2009. The Recovery Plan
is drafted and waiting on
VITA/NG input to finalize.

DBA expects to meet the
6/30/2009 deadline.

Virginia Employment Commission (VEC)
2007 07-01 Properly complete Human Resources has sent In progress

Employment Eligibility examples of proper I-9 Forms

Verification (I-9) Forms.  to managers. Having all
Forms faxed to central Human
Resources is being
considered. The latest version
of the 1-9 form has been
furnished to all office
managers.

Virginia Community College System — System Office (VCCS)
2007 07-01 Improve physical Changes to support physical In progress

security over sensitive security actions at

and mission-critical data.  Featherstone and Greenfield
Centers have been completed.
Renovation changes are
funded and awaiting final
approval from DGS.

07-02 Improve and implement ~ The UNIX operating system Completed
system configuration configuration and hardening
guidelines. guidelines have been

developed and approved.
Employees' access was
reviewed and a forced
password change utilizing the
new password policy was done
on 1/21/2009. The
implementation of the new
guidelines has been completed
on the Enterprise servers.
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Latest Audit

Finding Title of APA Audit Current Status as Reported Status
Year Number Finding by Agency Summary
Central Virginia Community College (CVCC)
2007 07-01 Return Title IV Funds The Financial Aid Office Completed
timely. reviews input dates annually.
The Student Withdrawn Query
is run weekly, followed by the
PeopleSoft Return of Title IV
Funds Report. The
Accounting Office completes
the refund process.
J. Sargeant Reynolds Community College (JSRCC)
2007 07-01 Properly complete The issue has been corrected Completed
Employment Eligibility and training tools have been
Verification (I-9) Forms.  developed. Human Resources
has completed the training.
Northern Virginia Community College (NVCC)
2007 07-01 Properly complete The College has strengthened  Completed
Employment Eligibility its procedures for processing I-
Verification (I-9) Forms. 9 paperwork and has instituted
audit checks to help ensure
correctness.
The College of William and Mary in Virginia (CWM)
2007 07-01 Improve financial The College hired a new In progress
reporting. This is a Assistant Director of Financial
repeat finding. Reporting and there were
substantial improvements in
financial statement
preparation. Staff need to
document detailed steps in
preparing the financial
statements and ensuring their
accuracy.
06-01 Improve financial See 07-01.
statement preparation
process. Thisis a
repeat finding.
05-01 Test financial statement  See 06-01.
preparation process.
07-02 Improve information This finding was not repeated Completed
systems security in the FY 2008 audit report.
program.
07-03 Improve capital asset This finding was not repeated Completed

management.
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Latest Audit Finding Title of APA Audit Current Status as Reported Status

Year Number Finding by Agency Summary
07-04 Implement separation This finding was not repeated Completed
procedures for in the FY 2008 audit report.

terminated employees.
This is a repeat
finding.

06-02 Implement separation See 07-04.
procedures for
terminated employees.

07-05 Properly complete This finding was not repeated Completed
Employment Eligibility in the FY 2008 audit report.
Verification (I-9) Forms.

Department of Education, Central Office Operations (DOE)
2008 08-01 Update and revise DOE updated the systems Completed
access and password authentication and access
policies and procedures. policies and documented the
Information. Security Officer
periodically reviews access
documentation.

George Mason University (GMU)
2007 07-02 Properly complete GMU changed its procedures Completed

Employment Eligibility for in-processing new staff.

Verification (1-9) Forms. Comprehensive training is now
offered three times a year. All
existing employee files are
being reviewed for proper I-9
forms. Incomplete or incorrect
forms will be corrected.

Gunston Hall (GH)

2007 07-01 Strengthen controls over  The Security Officer is working  In progress
information systems with a VITA Security Team to
security. prioritize the security policies

and procedures. The policies
and procedures are being
reviewed by VITA.

07-02 Properly complete All 1-9 forms have been Completed
Employment Eligibility reviewed and are correct. As
Verification (I-9) Forms.  any new federal changes
become effective they will be
incorporated in Gunston Hall

policy.
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Latest Audit

Finding Title of APA Audit Current Status as Reported Status
Year Number Finding by Agency Summary
Longwood University (LU)
2007 07-01 Improve system access LU policies and procedures Completed
controls. were changed to indicate that
access must be removed on or
before the termination date.
The manual paper process
was modified to have LU
Human Resources directly
notify systems administrators
via e-mail of termination dates.
07-02 Improve database A configuration document for Completed
security. the Oracle database in the
Banner computing system was
approved by IT system
administrators.
07-03 Properly complete LU Human Resources In progress
Employment Eligibility conducted training for HR
Verification (I-9) Forms. employees. Annual training is
being conducted. Training for
other departments who have
contact with new hires is
offered semi-annually. The
HR website has employment
eligibility information available
on-line. Outlying departments
still have some errors being
encountered, particularly with
wage, part time, and student
grants.
Norfolk State University (NSU)
2007 07-02 Strengthen controls over  Procedures for documenting Completed
capital project and monitoring capital outlay
management. Thisisa projects are written and are in
repeat finding. place.
06-02 Strengthen controls over  See 07-02.
capital project
management.
07-04 Properly complete Human Resources is ensuring  In progress
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forms are complete and
correct in the central office,
and developing a training
program for departmental and
other managerial staff on the
requirements of completing 1-9
forms. The targeted
completion date is June 30,
2009.
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Latest Audit

Finding Title of APA Audit Current Status as Reported Status
Year Number Finding by Agency Summary
Radford University (RU)
2007 07-02 Perform a stringent The NCAA schedule was Completed
review of existing completed. Scholarships were
operations in the Athletic reconciled. Foundation
Department. records were agreed to NCAA
schedule amounts.
Richard Bland College (RBC)
2007 07-01 Improve contingency RBC developed its own Completed
plans. Continuity of Operations Plan
and submitted it to Virginia
Department of Emergency
Management. RBC has
complied with Stages One and
Two of the ARMICS mandates.
The campus Police has put a
warning system in place and
has run tests.
The Science Museum of Virginia (SMV)
2007 07-01 Properly complete SMV has contracted with Completed
Employment Eligibility DHRM Shared Services
Verification (I-9) Forms. Center to provide the HR
needs and the majority of |-9
Forms are done by DHRM
SCC.
07-02 Strengthen controls over The Museum developed new In progress
information systems policies and procedures. SMV
security. IT staff are working with DOA's
Accounting and Internal
Control Oversight Division
(AICCO) to meet
Commonwealth standards.
07-03 Improve controls over All assets were inventoried Completed
capital assets and and the records updated.
construction in progress.  Accounting records for
construction projects were
reviewed and corrected.
University of Virginia — Academic Division (UVA)
2008 08-01 Properly complete UVA created the Office of In progress
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Compliance and Immigration
Services (CIS). CIS conducts
monthly audits and is
reviewing each I-9 Form when
received from departments.
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Latest Audit

Finding Title of APA Audit Current Status as Reported Status
Year Number Finding by Agency Summary
07-02 See 08-01.
Virginia Commonwealth University (VCU)
2007 07-02 Improve Employment A full-time Human Resources In progress
Eligibility Verification Compliance Technician has
Forms (1-9) process. been hired to monitor I-9 Form
completion. VCU is
implementing electronic 1-9
processing and eVerify
through its vendor, HireRight.
Virginia Polytechnic Institute and State University (VPISU)
2008 08-01 Ensure Title IV refund The University Scholarships In progress
calculations are and Financial Aid Office is
accurate. auditing the correct term
beginning and ending dates
set up in Banner to insure the
correct dates are used to
calculate refunds.
08-02 Ensure changes in University procedures have Completed
enrollment are reported added steps for the
to the National Student Scholarships and Financial Aid
Loan Database System.  Office to report all unofficially
withdrawn students to the
Registrar to manually update
the NSLDS. Retroactive
withdrawals, depending on the
date, are reported through the
National Student
Clearinghouse or the NSLDS.
Division of Selected Agency Support Services (DSAS)
2008 08-01 Properly complete DSAS reviewed all current Completed
Employment Eligibility personnel files. DSAS
Verification (I-9) Forms. personnel have taken a
training session dedicated to
reviewing 1-9 compliance
requirements. All new hires
are required to have the
Division Director review and
initial the 1-9 Forms.
Department of Taxation (TAX)
2007 07-02 Properly document TAX has taken adequate Completed

application and
operating system
options.
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Latest Audit Finding

Year Number Finding

Title of APA Audit

Status
Summary

Current Status as Reported
by Agency

Department of the Treasury (TD)
2007 07-02 Establish sufficient
controls over the wire
transfer process.

07-05 Strengthen internal
controls over
disbursements
processing.

07-06 Update risk assessment

and test business
continuity plan.

Department of Health (VDH)
2007 07-01

Update and expand
security awareness
training.
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Three MOUs have been
written. Remaining MOUSs with
remaining agencies for wire
transfers are being revised.
Internal control requirements
have been incorporated. The
estimated completion date on
the remaining MOUs is April
30, 20009.

In progress

Treasury initiated corrective
action in May 2008. Treasury
is working with DOA, Sun
Trust, DSS, and Wachovia
Bank to implement "payee
match" and "positive pay" for
the remaining disbursement
accounts.

In progress

A Business Impact Analysis
was performed, documented
and approved by
management. The risk
assessments were performed
and completed on each
system in Treasury. The
Continuity of Operations Plan
larger scale testing was
completed. Streamlining
changes were incorporated in
the plan. Treasury expects the
General Management Division
to finalize changes and
conduct training on the
revisions.

In progress

Specialized Security
Awareness Training has been
given to System Owners and
Administrators. The web-
based security awareness
training program has not yet
been certified as having been
completed by all employees.

In progress
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Latest Audit Finding Title of APA Audit Current Status as Reported Status

Year Number Finding by Agency Summary
07-02 Improve contingency VDH Internal Audit identified In progress
and disaster recovery additional areas needing
planning. improvement. Internal Audit

notes that VDH has made
substantial progress in
improving the contingency and
disaster documentation of
critical systems. SEC 501-01
Standard requires periodic
review, testing, and revision of
the recovery plan. VDH does
not think annual testing of all
plans is reasonable.

Department of Mental Health, Mental Retardation, and Substance Abuse Services (DMHMRSAS)

2007 07-01 Improve monitoring The Department is completing  In progress
program over a risk assessment instrument.
Community Service Budget & Financial Reporting
Boards. and Internal Audit will increase

the number of field site
reviews. Single Audits of the
CSBs will be used as a basis
to follow up on areas of
concern noted in the audits.

07-02 Properly complete The Department issued In progress
Employment Eligibility comprehensive guidance and
Verification (I-9) Forms.  the Handbooks explaining the

[-9 forms to all facility Human
Resource Officers. A small
percentage of errors has
continued to occur. The Office
of Human Resources will
monitor processes at the
facility level and work with
facility human resources staff
to resolve problems.

07-04 Improve contingency The VITA transformation is In progress
and disaster recovery scheduled to be complete by
planning. Thisis a June 30, 2009. Central Office
repeat finding. IT staff will work with facility IT

staff to address weaknesses,
in conjunction with the

transformation.
06-02 Expand security See 07-04.
awareness training
programs.
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Latest Audit
Year

Title of APA Audit
Finding

Finding
Num