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Payline Security Enhancements

Payline
Security
Enhancements
Overview

Payline’s security has been enhanced to better protect sensitive information and to
conform to VITA/NG security regulations. Included in these enhancements are:

e Removal of SSN as an option for Log On,

e Require a pass phrase with temporary password request,

o Passwords are now case sensitive,

e Passwords have new criteria,

o Ability for user to reset own password in lieu of requesting a temporary
password,

e Temporary Passwords are now sent to BOTH Payroll and HR contacts.

e Require answering Challenge Questions for certain changes,

o Security lock-out for 15 password violations in 7 day period (employee will have
to call DOA to get the account unlocked),

e Automated emails for password violations (both 5 in day and 15 in a week),

e Opt out display of W-2s,

o Set-up of Administrative Logons for Masking function,

These items are discussed in further detail within this bulletin.

Effective Date

Payline will be updated with these new security features on December 3, 2009.
Users may experience periods of inaccessibility to Payline during the transition.

Employee
Notification

Notification has been provided regarding many of these enhancements via a “special
message” within Payline. The attachment at the end of this bulletin replicates that
notification. Agencies are encouraged to send the notification out using internal
email distribution lists.

Continued on next page
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Payline Security Enhancements, continued

Use of Social Users will no longer be able to access Payline or request temporary passwords

Security using their Social Security Number (SSN). Agencies should ensure employees are

Number No aware of their nine-digit Employee Number. Additionally, the user can click on the

Longer Allowed  <yhat is my employee number?” prompt beside the box to obtain an explanation of
the Employee Number.

First time users requesting their initial temporary password will have to enter their
Employee Number. Once the temporary password is received and the user
establishes their permanent security record in Payline, the user can create a
Personal ID to be used in lieu of the Employee Number using the Personal Options

page.

& Login - Virginia Department of Accounts - Windows Internet Explorer provided by DEPARTMENT OF ACCOUNTS

=
@\ > A ‘g hitp: ff 2 cfdev Ashlynibaylinedogin ctm v| *2|| X | ‘ o\~

File Edit “iew Favorites Tools  Help

w I@Lugin—\/irg\ma Departmert of Accounts l I a8 e - |2k Page - () Tools - (@)

»

Payline > Login

Forgot Password / .
New Account Welcome to Paylinet* |

Links.
Contact Us :
- Your source for personal earnings, benefits and leave information. i ¥ How to Become a Payline
Secunty \  Participant [PDF] [PowerPoint]

i # Paperless Payroll Enrallment

Please enter your Employee Number or Personal ID and Password:
[PDF] [PowerPoint]

Employee Number or Personal ID: :l i

empl

i¥ Introduction to Payline - Viswing
Leave Information [POF]

i [PowerPoint]
Password (case-3ensiy 9.11:| '3 Intraduction ta Payline - Viewing
Payroll Information  [PDF]
b [PowerPeint]
|
1 ® Payline FAQ's

Ifyou are afirsttime user or have
click the forgot passwor

N your password
Button.

# Payline Manuals and Forms

Unused temporary Payline passwords are delefed 45 days after issuance.

Tha sarurity af valr narsanal infarmatian is imnartant ta ue!

A
v

& Local intranet

72 start AFE2E 6 - EHEJ . 0k . ayline d.. {7 Login-VirginiaD. .

*#%* Temporary passwords will be active for 45 days, not 90 days as in the past.

All displays of an employee’s SSN have been removed from Payline, except on the
Employee’s W-2, to further enhance the security of the employee’s information.
The employee will have an option to suppress the viewing of their W-2 information
as discussed later in the bulletin.

Continued on next page
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Payline Security Enhancements, continued

Pass Phrase When requesting a temporary password, the employee will be required to provide a
With Pass Phrase when the request is made. When the employee enters Payline using
Temporary their temporary password, the system will prompt the user for that pass phrase.

Password When requesting a temporary password, the employee can:
Request — New

User e Enter their Employee Number on the Payline Welcome Page and click
on Forgot Password/New Account button, or
e Click on the Forgot Password/New Account button, and then enter their
Employee Number

A Login - Virginia Department of Accounis - Windows Internet Explorer provided by DEPARTMENT, OF ACCOUNTS
Fle Edt Yiew Favortes Toos Hep

Qe - O ¥ @) () PO ssmen Sermones £ sdg [ - a3

Address | ] hitp et 2ietdevAshlynipaylinedogin cfm

v 8o

~

Virginia.gov online Services | Commonwealth Sites | Help | Governar Search Virginia gov

Payline > Login Contact us | [RTIEEAIIN © Enure site @ capp oniy )

Forgot Password ! N
New Account Welcome to Payline!!l
EETE o

Your source for personal earnings, benefits and leave information. Hiwrto Becorme a Payline
Participant [FOF] [PowerPoirt]

Faperless Payroll Enroliment

Please enter your Employee Number or Personal ID and Password:
[PDF] [PowverPoint]

Introduction to Payline - viewing
Leave Inforrmation [PDF]
[PasverPaint]

Employee Number or Personal I:  [n03533888]

Password (cass-sensiive)
Introduction to Payline - Viewing

Payroll Information  [PDF]
[PowverPoint]

Payline FAQ's

IFyou are a firsttime User or have fargatten your password

click the fargot passwordinew account button. Payline Manuals and Forms

Unuseel temporary Payline passwords a1 deleted 45 days after issuance.
Tha cantrin afunis nareanal infarmatinn ie imnarant on el

] Dore: & Local intranet

A Forgot Password - Virginia Department of Accounts - Windows Internet Explorer provided by DEPARTMENT OF ACCOUNTS

File Edt View Favortes Tools  Help

Qaack - @ [F B @ Oscaen Yoot €2 c i |- [FoR

IN14. 2OV Online Services | Commonwealth Sites | Help | Governor

contact us | ETITERENIN © coure site ® capp only

_
_ Payline - Forgot Password/New Account

Please enter your Employee Number fumust be 9 diaits) or Payline Personal D ¢must be 5.5 charactersy:

Employee Number or Payline Personal ID: 008833883
< bl
& oo 3 Local rtranct

Continued on next page
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Payline Security Enhancements, continued

Pass Phrase Dependent on the agency, the employee can choose to have the temporary password
With printed on:

Temporary

Password e their next earnings notice, or

Request — New

, e sent via email to their Payroll and HR Officers
User, cont’d

a Forgot Password - Virginia Department of Accounts - Windows Internet Explorer provided by DEPARTMENT OF ACCOUNTS

Fie Edt ew Favorites Jools  Help

: OElack - 2 ﬂ Igl i |/ ! Search ‘;\’;’Favontes €‘!

: Address @1 it dicf2icfdevashlynPaylineF orgot_PIN.ctm

ﬂ)OA Virginia Department of Accounts

Payline > Forgot Password (LTIl Search DOA Q Entire site @ capp Only

J Payline - Forgot Password/New Account

Print new password on my next earnings notice

Send new password to my agency {00101} Payrol Oficer john.rodgers@doa.virginia.gov
Payroll and HR Officers HR Officer: john.rodgersi@doa.virginia. gov

v
< E3
&] Done & Local intranet

Continued on next page
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Payline Security Enhancements, continued

Pass Phrase The employee will then be prompted to enter a personal Pass Phrase. This Pass
With Phrase will be used in conjunction with the temporary password to enter Payline.
Temporary The Pass Phrase can be a word or a phrase up to 24 characters and is not case
Password sensitive.

RequeSt — New 3 Forgot Password - Virginia Department of Accounts - Windows Internet Explorer provided by DEPARTMENT OF ACCOUNTS [ EEY

fle Edit Wiew Favortes Inols Help

Oﬂack - Q Iﬂ ﬂ ;\, /."‘SEamh :\: Favories %) - & ﬂ 3
v| B oo

Aderess | ] httpr icf2icfdevashlynPaylineForgot_PIN ofm?01 3438

User, cont’d

\/! [glllia.g()\" Online Services | Commonwealth Sites | Help | Governor Search Virginia.gov

+ Reporting Excellence.
- |

ﬂ)OA\’irginiaDepmmenIofAccnums Pay I’ne f— ‘ ; ikl

— o 5
contact Us | [TTTRIIIN © Entice site @ caPP Only

Payline > Forgot Password

:
_ Payline - Forgot Password/New Account
Enter a personal pass phrase {any word or phrase of your choosing up to 24 characters).

You will be required to provide this pass phrase when using your temporary password to access
Payline for the first time.

<
%J Local intranet

Once the employee presses Submit, they will see one of the following notifications
on the screen dependent upon the method chosen to receive their temporary

password.

Please look for your new temporary password in the message section of your
earnings notice. The message section is just below the detailed earnings and
deductions and above the removable check or earnings notice.

It will be accompanied by the message:

“PER YOUR REQUEST, YOUR CONFIDENTIAL TEMPORARY PAYLINE
PASSWORD IS:”

And will consist of 8 characters.

Or

Your new temporary password has been e-mailed to your Payroll and HR Officers:
payrollname@agency; hrname@agency

Continued on next page
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Payline Security Enhancements, continued

Using Once the employee receives their temporary password, they can then enter Payline
Temporary and set up their permanent security record, which includes:
Password With e Password

Pass Phrase — e Two E-Mail Addresses
New User, cont. .
e Hint
e Challenge Questions
e Option not to receive earnings notices (if agency has not opted out)
e Option not to display W-2 information.

The employee will access the Payline Home Page, enter their Employee Number and
temporary password, and click on the Log On button.

4 Login - Virginia Department of Accounts - Windows Internet Explorer, provided by DEPARTMENT OF ACCOUNTS

File  Edit Wiew Fawortes Tooks  Help )
HY . A =y e ) Q
: Gﬂack A > Iﬂ E'I § | ) seach 7 Favorites & - i [ - ﬁ “-‘i

: address & htp:ficr2icidevshiynipayinedogin cfm

Payline > Login

Forgot Password / .
New Account Welcome to Paylinet*

Your source for personal earnings, benefits and leave information. '+ How o Becorne 2 Payline

& Papetless Payrall Enraliment
[PDF] [PowverPoirt]

Please enter your Employee Number or Personal ID and Password:

¥ Introduction to Payline - Yiewing
\ Leawe Information [PDF]
| [PowerPoirt]

Employee Number or Personal I 05356364

Password (case-sensiive)” =
1 # Introduction to Payline - Yiewing

Paytoll Information [PDF]
| [PowerPoirt]
i & Payline FAQ's

If you are afirsttime user or have forgotten your password '
# Payline Manuals and Forms

clickthe forgot passwordinew account button.

Unused temporary Payline passwords are deleted 45 days after issuance.
The caruritt afuniir nareanal infarmatinn ic imnartant ta el
4 >
&] Done % Local intranet

Continued on next page
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Payline Security Enhancements, continued

Using The employee will then be prompted to enter their personal Pass Phrase or to request
Temporary a new temporary password if they cannot remember the Pass Phrase.

Password With

Pass Phrase - a Forgot Password - Virginia Department of Accounts - Windows Internet Explorer provided by DEPARTMENT OF ACCOUNTS E][g‘

NeW User’ Fle Ecdit ‘View Favortes Tools  Help o

: . A O b = B 3
] OBs:k 3] ﬂ IEL‘ W ) ssarch g Favortes {E2) = ij 3

iddress | ] hitp:iet2fctdevashlynPaylinslogin.cfm?FreshPage=104001

cont’d

v|E)eo

Search Virginia.gov

Payline > Forgot Password contact Us | [ELRUSIMI © Entie site @ capp only

:
_ Payline - Forgot Password/New Account
Please enter the following information:
Pass phrase: richmond|
OR
I would like a new password assigned
v
< k3
&) Done % Local intranet

An information box concerning the security of the personal information contained
within Payline will be displayed. After reading the information box, the employee
will click Continue to proceed into Payline.

2 Forgot Password - Virginia Department of Accounts - Windows Internet Explorer provided by DEPARTMENT OF ACCOUNTS

Fle Edt View Favorites Tools  Help

Qe - O ¥ B ) searen ¢ Favories ()

fddress | rtp: ot/ tdevastiyn/PaylinaF orgot_PIN.CHmz104114 v | eo

Search Yirginia.gov

ﬂ)OA Virginia Department of Accounts Pay Ii ne

Payline > Forgot Password contact Us | EERUSVS @ Entire site ® capp only

The security of your personal information is important to us!

Diligent effarts are madke to ensure the security of Commanwelth of Yirginia systems. Before you use this Web sieto
conduct business with the Commanvwsalth, pleass ensure your personal compLter is not infected with malicious cods that
collects your personsl information. This code Is referred to as & kevionter, The wiay to protect against this is to maintain
currert Anti-Virus and securty patches.

For more information on protecting your personal information orline, refer tothe Ctizens Guide to Oniine Protection
Online Protection Glossary

&) %J Local intranet
T R ——=EE—5S—5———S—SS—SS5§S8——5.5€5—.5555 ., S ————
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Payline Security Enhancements, continued

Using
Temporary
Password With
Pass Phrase —
New User,
cont’d

The employee will be presented with a screen to establish the Personal Options data
for their account.

<2 Forgot Password - Virginia Department of Accounts - Windows Intemnet Explorer provided by DEPARTMENT OF ACCOUNTS

i Fle Edi View Favortes Tools Help th
T - = a

d 5 \ ) = s - 3

; Q Back ﬂ IEL‘ §l | search ¢ Favortes ) = ﬁ ‘f‘

 Address | @] http i t2rc e AshiynisaylinesForgot_PIN cfn?022329 v e

<

&] Done
=

TﬁI)OA Virginia Department of Accounts Pay ”ne !' v il ;A

I Payline > Forgot Password

Payline - Update Personal Options

T . 8
Contact Us | ELRUSEMIA © Entire site @ cAPP Only

Please enter new personal infformation. Enter new password twice for verification.
Email Address 1:

Verify Email Address 1:
Email Address 2:

Verify Email Address 2:

Password: Feciied  Password s case-senstiva

B Erter vour password - Passwords are case sensitive
Verify Password: Fequired  Faoowiid 18 Case-sensiiie

Challenge Question 1: Please Select hd Required
Challenge Question 2: Please Select v Requirac
Hint:

Receive Printed Earnings Notices: No % | Aeguired - Defaultis Mo, # you desice 2 printed samings notice change fo Yes.
Display W2s: Yes v | Required

& Local intranet

Employee can enter a Business Email and/or Personal Email address. If
an email address is supplied, it will need to be entered a second time for
verification.

Employee must enter a password and verify that password by retyping it.
The passwords are case sensitive and must follow the Information
Security Standards for password management. The standards require
passwords to:

1) be at least eight characters in length

2) utilize at least three of the following four:
special characters ($! @ { } & ~+?[]),
upper case alphabetical characters (A - Z),
lower case alphabetical characters (a - z),
numerical characters (0-9),

3) not contain spaces

4) not match assigned temporary password

Continued on next page
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Payline Security Enhancements, continued

Using 5) not contain ('), (<), (>),or (#)

Temporary 6) not match last 24 passwords

Password With

;ass ghrase - e The employee must answer their choice of any two challenge questions.
coe;:’dser’ The challenge questions are used to verify the employee’s identity for

various actions within Payline. The challenge answers are not case
sensitive. (Note: Question selection and/or answers to questions can only
be performed after answering the previously stored challenge questions
correctly.)

e The employee may enter a word or phrase to aid in the recall of the
password. This hint will be displayed on the Forgot Password/New
Account page.

e The employee can choose whether or not to receive earnings notices if
their agency has not opted out agency-wide.

e The employee can opt to disable the display of their W-2s. “No” will
disable the display and “Yes” will allow display of W-2s. Employee can
change this option later by accessing the Personal Option page.

Once the employee completes the necessary information on this screen, they will
press the Submit button and receive notification that their Security Record has been
updated. The employee will press the Continue to Payline button.

2 Forgot Password - Virginia Depariment of Accounts - Windows Internet Explorer provided by DEPARTMENT OF ACCOUNTS

: Fle Edit Miew Favortes Tools  Help o

i QE\atk -9 ﬂ @ ;‘J /7*: Search ‘fﬂl\?’FsvDrdeS &) - &5 ﬂ 3

¢ address | ] mttp:fef2lefdevashiyniPaylineForgot_PIN.cfm?1 10954 -~ a Gao

Payline > Forgot Password

Logon

_ Payline - Forgot Password/New Account

Your Security Record has been successfully updated:

Please continue to the Payline Application:

Continue to Payline!

<
&] Done ) Local intranet

Continued on next page
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Payline Security Enhancements, continued

Existing
Payline User
Entering For
First Time

Effective with the rollout of the enhancements, existing users of Payline will be
required to answer challenge questions and change their passwords upon their first
entry into Payline. The employee’s current Payline password will be changed to
CAPS, during the implementation of these enhancements (notification is being
provided to all participants — see attachment at end of bulletin). Basically, the
employee will enter their Employee Number and password. The employee then
follows through screens where they will be required to change the password and
select/answer two challenge questions. The password will have to meet the new
Information Security Standards discussed previously.

a Login - Virginia Department of Accounts - Windows Internet Explorer provided by DEPARTMENT OF ACCOUNTS

: File Edt Yiew Favortes Tools  Help

OBack M > Iﬂ \ELI ;\l /-“Sear:h ‘51';’Favorites {‘"4 = ] - ﬁ ‘i‘i

 ddress | @] hitpifct2ictdevashiyniaylineogin.cfm

Forgot Password | )
R — Welcome to Paylinet* |

Your source for personal earnings, benefits and leave information. '+ Howto Become a Fayling
1 Partici [PDF] [PowerPoirt]

& Paperless Payroll Enrallment

Please enter your Employee Number or Personal ID and Password:
[POF] [PoweerPaint]

= Introduction to Payline - Yiewing

Employee Number or Personal ID: 0088866EE i
1 Leave Information [PDF]

[PowerPoint]
Password (case-sensitivel. .uuouu| "% Introduction 1o Payling - Viewing
Payroll Information [PDF]
H [PorwverPoint]

& Payline FAQ's
Ifyou are a firsttime user ar have forgotten your password |

click the fargol passwordinew account button. 1# Payline Manuals and Forms

Unused temporary Payline passwords are delsted 45 days after Issuance.

Tha earivitu af uanr nareansl infarmatinm ie imRartant ta el

&] Done %) Local intranet

Continued on next page
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Payline Security Enhancements, continued

The user will be prompted to enter and verify their new password.

Existing
Payline User
Entering For
First Time,
cont’d

2 Password Expired - Virginia Department of Accounts - Windows Internet Explorer, provided by DEPARTMENT OF ACCOUNTS %]
Fle Ecit View Favortes Tools  Help o
O ok~ () Iﬂ IE-‘ _;‘, /- ) Search :W\: Faworites {7%) - & ﬁ fj

iddress | &) hitp:iet2ictdevashlynipayine/Login2 cfn?FreshPage=093445

Contact Us | FERUSIIN © Entire site @ capp only

Password Expired

Your password has expired or does not meet the security standards.
Please enter a new password twice for verification.

Password:
Verity Password:
Hint:
v
< >
&] Dane &) Local intranet

Once the user clicks on Submit, they will be shown a message stating that their
password has been successfully updated. The user will need to click Continue to

Payline.

2 Password Expired - Virginia Department of Accounts - Windows Internet Explorer, pravided by DEPARTMENT OF ACCOUNTS

Fle Edt View Favortes Tools Help
o o A P s - 7 B a
OBs:k Q IJ IE‘ o)) search 57 Favertes & = ij ‘_.‘i

iddress | &) hitp:iet2ictdevashlynipayine Password_Expired cin7094145

contact Us | EETTEIIIN © entive site @ capP Only

Payline Password Updated

Your Password has been successfully updated!

Please continue to the Payline Application:

Continue to Payline!

& Local intranet

&l
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Payline Security Enhancements, continued

Existing Two security questions must be selected and the corresponding answers stored.
Payline User
Entering For

First Time, o HEG O \ a
Back - ®| [B] g ) searen g ¢ Favortes £
cont’d - =17

address | @] kit ief2ictdevAshiyniayineLogin2 cfm

Payline > Payline Challenge Questions

EET rayline Shalengs Suestons
Payline security has been Tl 1 and challenge o i are now required.
Please complete the following information:
Challenge Question 1: Please Select - Reguired
. Aequired
Challenge Question 2: Mothor's maiden name quire:
City in which you were born
hame of your first pet
Mame: of your oldest child
hame of the collegeiniversity you attended
Favorte fcod
our first car
Place in which you last vacstioned
~
< >
(& Done & Local intranet

Once the employee has chosen and answered their security questions, they will be
informed that their security record has been updated, and they can now continue into
Payline.

:Fle Edit Wiew Favortes Tools  Help

QEack - Q@ \ﬂ E" _;‘J /": Search ‘f‘\}.’FavnrrIes &) - ﬂ “‘i

: Address | &) Htp ot 2icfdevAshiynipaylineiChallenge_Guestions_Required cfm?4FreshPage

ﬁ)OA Virginia Department of Accounts

Paylin yline Challenge Questions

contact Us | EEREUSIMA © Eentire site ® capp only

_ Payline Challenge Questions Updated
Your security record has been successfully updated!
Please continue to the Payline Application:
v
&] Done & Local irtranet
e

Continued on next page
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Payline Security Enhancements, continued

Challenge
Questions

Challenge
Questions for
Password
Change

Challenge questions offer an additional layer of security in performing certain
functions within Payline. The user will have to answer their challenge questions to:

e Change their password at log-in, when the original password cannot

be remembered,
e Change the view option of their W-2s,
e Change current challenge questions.

If the employee cannot remember their password but can remember the answers to
the challenge questions, they no longer have to request a new temporary password

before they can log in again. Instead, they can simply answer the challenge questions

and be taken to the Personal Options Page to store a new permanent password.

Employee enters their Employee ID and presses Forgot Password/New Account
button.

<A Login - Virginia Department of Accounts - Windows Internet Explorer, provided by DEPARTMENT OF ACCOUNTS

File Edt  Wiew Favortes  Tools  Help "
s " ~ 0

H - 5 ) <t ;) B - 38

e ) - (%] [&] @n O sewrcn Slpraveriss €3 d @ a3

 Address | @] http: Hef2icTdevshiyn aylineiLogin.cfm

16—
v J,‘
o

L1 — 2 8
contact Us | [ELEEUSANYS @ entire site ® capp only B

Payline

ﬂ) OA Virginia Department of Accounts

Pay Login

Forgot Password /

Welcome to Paylinelz |

New Accourt
Forgat Password / New Accourt ' Links

Contact Us ]
1 # Howto Become a Payline

Your source for persenal earnings, benefits and leave information.
| Participant [PDF] [PowerPairt]

¥ Paperless Payroll Enroliment

Please enter your Employee Number or Personal ID and Password:
[PDF] [PowerPaint]

& Introduction to Payline - Wiewing
| Leave Infarmation [PDF)
[PowerPairt]

Employee Number or Personal ID: 0088884806

Password (case-sensitive). -
& Introduction o Payline - Viewing

i Payroll Information [PDF)
| [PowerPoint]
¥ Payline FAQ's
Ifyou are afirsttime user or have forgotten your password

click the forgot passwordinew account button. 1# Payline Manuals and Forms

Unused temporary Payline passwords are deleted 45 days after issuance.
The canuritis afuane nareanal infarmatinm ic imnartant fa nel
< >

2:] hittp: et 2ictdevAshlynisayline Fargat_PIN.cfm? 113608 \3 Lacal irtranst
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Payline Security Enhancements, continued

Challenge
Questions for
Password
Change, cont’d

The employee can enter the answers to the two previously-stored challenge questions
and reset their password immediately. Once entered, the employee will press the
Submit Challenge Answers button and after acknowledging the security message, the
employee will be taken to the Personal Options Page to change their password.

a Forgot Password - Virginia Department of Accounts - Windows Internet Explorer provided by DEPARTMENT OF ACCOUNTS

© Fle Edit MWiew Fawortes Tools  Help

: Gﬂack 3] Iﬂ @ y ) search 5 7 Favartes & i ﬁ ‘fi

¢ address | @] hitpict2ictdey AshiynipayineForgat_Fin.stm

(Gﬁl) OA Virginia Department of Accounts Payhn e 4

Payline > Forgot Password Contact Us | EERUSMVA @ entice site ® capp only

Payline - Forgot Password/New Account

Your Previously Stored Hint is: 12345
1 would like to answer 2 previously stored Mother's maiden nare: |
security questions and reset my password now: City in which you were born
Submit Challenge Answers
Send new password to my email address:

{Must mateh previousiy enterad emall address)

Send new password to my agency (00000} Payrolf Oficer: Payline@doavirginia. gov
Payroll and HR Officers HR Officer: Payline@doa_virginia. gov

v
< >

&] Done % Local intranet
R — A A—S————5S————— S SSS———S—SS———_—_——_—_—_—_—
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Payline Security Enhancements, continued

Challenge
Questions for
W-2 Viewing
Change

Employees will have the option to hide their W-2 information from view. This is an
additional security feature since W-2s are the only place in Payline where the
employee’s Social Security Number is displayed.

The employee will access the Personal Options Page and click on the Edit button.

<A Personal Options - Virginia Department of Accounts - Windows Internet Explorer provided by DEPARTMENT OF ACCOUNTS

: file  Edit  Wiew Favorites  Tools  Help

( )Back - Q@ Iﬂ IELI O /_‘Search ‘-_:"\?Favorltes {‘f

: Address :éj hitp: dict2ictdevAshlynipaylinePersonal_Options.cfm?hew=015418

% omE-LJE B

TOA
Virginia Department of Accounts

Payline > Main Menu > Personal Options

Payline

 — -
contact Us | [EEICLIIN © entre site @ capp only

View Personal Options

Employee Number:
Personal ID:

Password:

Email Address 1:

Email Address 2
Challenge Question 1:
Challenge Question 2:
Hint:

Receive Printed Earnings Notices:
Display W2s:

Date Password Changed:
Date Last Updated:

<

005356536

demal23

Paylinei@doa virginia gov
Paylinei@doa virginia gov
Mather's maiden name
City in wehich wou were baormn
12345

es

Wes

11104/2009 04:50:00 Pht
11/09/2009 12:14:00 Ph

hd
>

& Done

% Local intranet

Continued on next page
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Payline Security Enhancements, continued

Challenge Once in edit mode, the employee will choose “Yes” to display or “No” to hide their
Questions for W-2s.

W-2 Viewing
Change, cont’d

‘A Personal Option: irginia Department of Accounts - Windows Internet Explorer, provided by DEPARTMENT OF ACCOUNTS I
Fle Edit View Favortes Tooks  Help e
A ~ A o
Qo © [ A @ Powen Jrrewe @ (-5 & 3
Address |g‘| hittp: et 2ictoev Ashlyniayline/Per sonal_Options cfm?Fresh=015419 v| Go
-
Edit Personal Options
Employee Number: 005585555
Personal ID: demal 23
Password: Leave dlank forno chamge)
Email Address 1: |Payl\ne@dua.virgima gov |
Verify Email Address 1: | |(Leave blank if no change to Ewail Addess 1)
Email Address 2: |Paylme@doa.wrgm\a oav |
Verify Email Address 2: | {Legve blank if mo change to Enai! Addess 2)
Challenge Question 1; Mother's maiden name w | ‘ teave dlark forao change)
Challenge Question 2: City in which you were horn w | ‘ leave plank forao change)
Hint: 12345
Receive Printed Earnings Notices: v
Display W2s: o | (¥ou will he required to answer challenge guestions fo orange this ootom)
Date Password Changed: 11042009 04:50:00 PR
e
< | &
&) Done %J Local intranet

And then click on the Accept button. The employee will be prompted to answer the
challenge questions.

Continued on next page
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Payline Security Enhancements, continued

-2 Personal Options - Virginia Department of Accounts - Windows Internet Explorer provided by DEPARTMENT OF ACCOUNTS

Challenge 2

i Fle Ect View Favortes Tools  Help

QueStlons Qe - © - %] @ @0 O zewen Jpravarics ) (- Jid 3

forW-Z VieWing Address |e;| hittp: e T2/ctdevAshlyniaylinePersonal_Options cfm?Fresh=020253 "‘ &
Change, cont’d

i

Payline > Main Menu > Personal Options Contact Us | EEEUSININA © entire site @ capp only

Personal Options

m Please answer the following challenge questions in order to process the changes you requested:
Hother's maiten e

City in which you were born |

IE3

& %J Local irtranet

After clicking on Submit the employee is taken back to the Personal Options Page.

ersonal Options - Virginia Department of Accounts - Windows Internet Explorer provided by DEPARTMENT OF ACCOUNTS

File Edit Wiew Favortes Iooks Help

e Back * () Iﬂ Ig [ h /._\J Search \:W'\'( Favorites €‘} - :\7 _J ﬂ ‘5
Address |:P,j hitp:tict2icfdevAshlynipayline/Personal_Options.cfm v| Go
~

m View Personal Options |
e |

Record Updated

Employee Number: 008660555

Personal ID: demel 23

Password: R

Email Address 1: Payline@doa virginia.gay

Email Address 2: Payline@doa virginia.gov

Challenge Guestion 1: Mather's maiden rame

Challenge Question 2: City in which you were horm

Hint: 12345

Receive Printed Earnings Notices: [}

Display W2s: Mo

Date Password Changed: 11/04/2003 04:50:00 PM

Date Last Updated: 11A10/2009 DZ:07:00 P

bt

< | &
&) Done %) Lacal intranet
=

Continued on next page
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Payline Security Enhancements, continued

Changing Employees can change their Challenge Questions at any time; however, they will
Challenge need to answer the previous Challenge Questions prior to the change becoming
Question effective. This security feature prevents someone who happens to have obtained
Answers access to an individual’s Payline account from being able to change the option on

viewing the employee’s W-2.

The employee will access the Personal Options Page and click on the Edit button.

3 Personal Options - Virginia Department of Accounts - Windows Internet Explorer provided by DEPARTMENT OF ACCOUNTS
: Ele Edt View Favortes Took Help

: Qe - () ﬂ @ 2 /' ) Search ‘j"\:/ Favortes  {E2) - M- Q3

3 |_Options m5418 =

contact Us | [TTIEIN © entire site @ capp only 52

Payline

irginia Department of Accounts

View Personal Options

Edit Persanal Options

Employee Number: 008856858
Personal ID: demot23
Password:

Email Address 1: Payline@doa virginia gov

Email Address 2: Payline@doa.virginia gov
Challenge Question 1: Mother's maiden name
Challenge Question 2: City in vehich you were born
Hint: 12345
Receive Printed Earnings Notices: Yes
Display W2s: Yes
Date Password Changed: 10412008 04:50:00 P
Date Last Updated: 110912008 12:14:00 PM
~
>

% Local infranet

| [CIE
g

The employee then chooses the new challenge question(s), then Submit.

¢ File Edt wiew Favortes Tools  Help
GBECK - Q x| [@] @0 S ) Search \i'\',.’Fsvnmes &) - ij 3

: Address | &) hitp: ot 2icfdev Ashiynipayinedogin2 cfim

Payline > Payline Challenge Questions

Contact Us
Payina sacuty 1as bon ana ostians are now roquited,

Please complete the following information:

Payline Challenge Questions

Challenge Question 1: Required

Aequired

Challenge Question 2: e e r——
City in which you vere born
Name of your Tirst pet
Matne of your oldest child
harme of the collegsiniversity you attended

Favorte o5

our first car
Place in which you last vacationed

<

% Local infranet

&] Done
=
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Payline Security Enhancements, continued

Changing
Challenge
Question
Answers,
cont’d

The employee will be prompted to answer the previous challenge questions.

A Personal Options - Virginia Department of Accounts - Windows Internet Explorer provided by DEPARTMENT OF ACCOUNTS

Fle Edt WView Favortes Tools  Help

Qe - () \ﬂ @ ;j /ITWSEsrch ‘{‘\?Fsvnrﬂes £

ress |ej it 412 tdevAshlynipaylnePersonal_Options cfin?Fresh=020253

Online Services | Commonwealth Sites | Help | Governor

Pay Main Menu > Personal Options

Contact Us | ETIOTEENA © Entive site ® CAPP Only

Personal Options

Please answer the following challenge questions in order to process the changes you requested:

City in which you were horn

[E4

&

%) Local intranet

The employee presses Submit and is taken back to the Personal Options Page where

they should see their new Challenge questions.

-2 Personal Options - Virginia Department of Accounts - Windows Internet Explorer provided by DEPARTMENT OF ACCOUNTS

i Fle Ect View Favortes Tools  Help

: Qe - © - %] (8 @0 O seron g Fevaries €2)

[BEE
'lfa

A R

¢ fddr=ss | ] hit: of2/crevshlynipayine Persanal_Ogtians cfm

v B

~

m View Personal Options i
pe |
T

Record Updated

Employee Number: 008656580

Personal ID: demol23

Password: v

Email Address 1: Payline@doa.virginia.gov

Email Address 2: Paylineg@doa. virginia.go

Challenge Question 1: Mother's maiden name

Challenge Question 2: City in which you were born

Hint: 12345

Receive Printed Earnings Notices: Mo

Display W2s: i

Date Password Changed: 11M4i2009 04:50:00 PM

Date Last Updated: 114052008 02:07:00 PM

v

< | 3
&] none %J Local intranet
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Payline Security Enhancements, continued

Administrative  Masking, Reporting and Employee Number Look-Up functions will now be

Logons for separated from the user’s normal Payline account. The administrative logon will
Masking, have the following differences for users:

Reporting, and

Employee

Number Look- e Account will be acqessed by using 99, INSTEAD OF 00, in front of the
Up employee number (i.e. for employee number 008888888 the
administrative log on ID will be 998888888).
e Passwords must be changed every thirty days and cannot match the 24
prior passwords.
e Passwords can be only changed once in a 24-hour period.
e Users will now be able to view who has requested temporary passwords,
but not the actual passwords.
e Users can only use the employee number or personal id to mask an
employee’s Payline record (but Emp # lookup can still be done by SSN).

fle Edt View Favories

Qe - ©  [x] @ @ ) searen 52 Favertes 2) & M- i3

Address | ] tp:er2ictdevashiynipaylineMain_Menu chnzhew=112714

Tools  Help

ADMINISTRATIVE ACCOUNT Fnancil l jEasiice {]‘
4 [
Payline . ..H"
ﬂ)OA Virginia Department of Accounts - by
vl fenu Contact Us | © Entire site ® capp only

Main Menu

Ta view payroll, benefits and leave for JOHN R RODGERS (jmask)
sslect one of the options on the left menu

The data found within reflects payment as a senice to State smploy

Questions or concems regarding the accuracy and completeness of this information should be
directed to the emplaying agency's Payroll or Human Resource departments.

For initial access to the administrative account, the user will use the same
functionality as they did to access their personal Payline account.

e The password will be the same as the personal account upon first entry. (ALL
CAPS)

e User will have to reset their password and answer challenge questions upon
first entry.

Note: Access to the administrative user’s personal data is blocked while using the
Administrative Logon ID. To view personal data, the 00 (zero, zero) Logon ID must
be used.
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Attachment

IMPORTANT NOTICE

Payline Security Enhancements: Effective December 3, 2009

Additional security measures are being added to Payline to further ensure the safety of your personal
earnings, benefit, and leave data. These enhancements will be implemented effective Thursday,
December 3, 2009. In order to apply these enhancements, Payline will not be available on December
3.

Effective December 3, 2009 Payline passwords must conform to the requirements of the Information
Security Standard, 5.3 Password Management of the ITRM Standard SEC501-01. (Details are
provided in the list of enhancements below.) Payline users will be required to change existing
passwords to meet the standard which includes case sensitivity. As previous passwords were not case
sensitive, many Payline users may not recall how their current password was originally entered.
Therefore, your existing password will be systematically changed to all upper case on December 3,
20009 to aid in the roll out of the security enhancements. That is, if you stored your password as
‘Ilike2Wii’ it will be modified to ‘ILIKE2WII’. Be sure to enter your current password in all capital
letters when entering Payline for the first time on or after December 3.

After entering your current password (in all upper case), you will automatically be required to establish
a new password which must match the criteria stated below. Upon successful completion of
establishing a new password, you will also be required to store answers to two security questions
selected from a drop-down list of potential questions. [t is important that you provide answers to these
questions that you will be able to remember in the future. These questions and answers are used as
additional verification of ownership of the data and some functionality will be limited if valid answers
are not provided.

If you have stored a valid email address in your current security record, you will also receive an email
from Payroll@doa.virginia.gov or *Payroll on December 3, 2009 as the system converts your
password to all capital letters. This email will restate much of what is in this notice. If you have not
entered and/or updated your email address in Payline, please do so now. To do so, go to Main Menu,
then Personal Options, then Edit. Add, verify, or update your email address, then click on Accept.

Listing of Payline Security Enhancements:

v’ Elimination of use of Social Security Number to log in — Access to Payline will only be
accommodated through the use of the nine-digit employee identification number or a Personal
ID previously stored by the Payline User. Contact you Human Resource unit if you do not
know your ID number.

v Requirement for creation of a personal “pass phrase” when requesting a temporary password.
(This pass phrase will be required upon first access to Payline with the temporary password and
will ONLY be known to the individual who initiated the temporary password request.)

v Passwords are case sensitive.
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IMPORTANT NOTICE (continued)

Payline Security Enhancements: Effective December 3, 2009

v’ Passwords must meet the following:
a. At least eight characters in length; and
b. Utilize at least three of the following four:
1) Special characters (limitedto $ ! @ { } & ~+?[]),
2) Alphabetical characters,
3) Numerical characters,
4) Combination of upper case and lower case letters.
Examples: Te2Acgl5; ast$1518; my&Il&me
Storage of two challenge questions and answers — used for varying purposes.
Ability to reset own password when the current password is forgotten by answering the stored
security questions.
v' Ability to hide and unhide W-2 data by answering the stored security questions.
v Prevention of the use of last 24 passwords previously used.

AN

If you have specific questions regarding this notice, please use the Contact Us feature available from
within Payline. The support staff will be glad to provide further clarification.
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