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The evolution of credit card fraud 
As Chip & PIN card adoption increases, counterfeit cards are harder to create and use driving other methods of fraud 

Fastest growing methods of card fraud 

Card Not Present (CNP) Fallback Account Take Over (ATO) 

Bypassing chip & PIN Using a person’s account information Fastest growing type of card fraud 
When a chip card in used at a chip-reading Masquerading, phishing and smishing 

Transaction occurs without the physical device, but the cardholder uses the magnetic are used to get personal information 
card present via phone, mail, internet or stripe or has the card manually keyed and create new accounts to purchase 

other electronic means allowing counterfeit card use products and services 

of U.S. credit payment volume used 76% decrease in counterfeit fraud at 
EMV cards (as of March 2019)1 U.S. chip-enabled merchants (1) 99.7% 

1US EMV Migration Summary, March 2019. 



           

       
          

         
     

       
     

          
        

          
        

      
 

  

    
 

   
   
   

   
   
   

   
   

   

Percentage of organizations that are victims of payments fraud attacks or attempts on the
decline 

Percent of Organizations affected by Payments Fraud 

74 

78 

82 81 

74 

71 

2016 2017 2018 2019 2020 2021 

74% of financial professionals reported that their companies were victims 
of payments fraud in 2016, peaking in 2018 at 82%. In 2019, 81% of 
organizations were targets of attempted or actual payments fraud, just shy 
of the previous year’s record-setting 82 percent. In 2020, these figures 
decreased to 74%. This year’s survey results are encouraging, with the  
victims of attempted or actual payments fraud declining again to 71%. 

Larger organizations (with annual revenue of at least $1B) are more 
susceptible to payments fraud attacks than are smaller ones (with annual 
revenue of less than $1B): 75% compared to 66%. Moreover, those survey 
respondents with annual revenue of at least $1B and less than 26 payment 
accounts appeared to experience more payments fraud in 2021 when  
compared with other respondents. 

Percent of Organizations that Experienced Attempted 
and/or Actual Payments Fraud in 2021 

71% 66% 75% 
All Annual Revenue Less Annual Revenue At 

Than $1B Least $1B 

81% 60% 
Annual Revenue At Annual Revenue At 
Least $1B and Fewer Least $1B and More 
Than 26 Payment Than 100 Payment 
Accounts Accounts 

Source: 2022 AFP Payments Fraud and Control Report 



 

        
        

          
          

              
        

        
   

    

          
  

                 
          

          

               

       

  

  

Remote work and payments fraud 

It has been two years since the world was confronted by the COVID-19 pandemic, 
resulting in social distancing measures causing companies to mandate their staff 
to work remotely. 

• 32% of respondents believe that the increase in payments fraud at their 
companies was attributed to remote work. Out of this number, only 7% believe 
the share of increased fraud due to remote work is greater than half. 18% of 
financial professionals report that 1-25% of any increase in fraud activity was 
likely due to employees working remotely, while 12% attribute 26-75% of any  
increased fraud instances to remote work. 

• 21% are unsure whether this had any impact. 

• 47% do not believe that remote work is to blame for the reported increase in 
payments fraud at their organizations. 

Share of increased fraud due to employees working remotely 

Percentage Distribution of Organizations 

51-75% increase 
47 

18 

7 

21 None  

Unsure 
2 

More than 75% increase 
5 

26-50% increase 

1-25% increase 

Though the pandemic provided organizations whose staff worked remotely with a short learning curve to safeguard against payments fraud, employees 
resorted to best practices such as providing effective training at detecting fraud, shoring up policies and procedures and minimizing check usage. 

In addition, utilizing vendor or bank tools, such as Check and ACH Positive Pay, further helped to mitigate fraud. 

Looking to the future, a best practice is for organizations to review all hybrid work practices to ensure adherence to company security practices. 

Source: 2022 AFP Payments Fraud and Control Report 



  

      
      

       

        
        

       
      

       
    

  

   

  
   

          
         

    

        
          

      
     

  

Corporate or Commercial Credit Card Fraud 

Percent of Organizations affected by Card Fraud 

32 30 29 
34 

24 26 

2016 2017 2018 2019 2020 2021 

26% of financial professionals reported that their organizations were subject to 
corporate or commercial credit card fraud in 2021 – a slight increase from the  
24% reported in 2021, but lower than credit card fraud recorded in prior years. 

The types of corporate or commercial cards most prone to payments fraud in 
2021 were purchasing cards (49%) and Travel and Entertainment (T&E) cards 
(44%). These figures are significantly lower than those for 2020 (61 and 79%, 
respectively). The decrease can be attributed to the travel restrictions imposed 
by companies due to the COVID-19 pandemic, causing employees to use these 
cards far less frequently than they did before. 

Source: 2022 AFP Payments Fraud and Control Report 

Major concerns among survey respondents regarding card fraud are card-not-
present during transactions, stolen credit or debit cards (49%, an increase of 13 
percentage points from last year), identity theft and social engineering (35%, an 
increase of 14 percentage points from last year). 

Refreshingly, only 14% of respondents indicated that their organizations actually 
suffered financial loss due to this type of fraud. The main reason for these losses 
was fraudulent credit card charges made by third-parties (78% of these 
respondents), while the remainder was caused by a first-party, i.e., anemployee. 

Major concerns regarding card fraud 

Online Fraud 58 71 

Stolen Debit/Credt Cards 36 49 

Identity theft and social engineering 21 35 

Chargebacks 21 30 

BEC 25 36 

Gift card fraud 14 21 

Synthetic identity fraud 12 

Mobile Wallet fraud 11 14 

Cash register tampering 7 14 

Discount code fraud 3 

Other 2 

2021 2020 



  

     
    

        
        

 

      
      

        
         

        
      

   

 

 

 

  

Time taken to uncover fraud 

2 1 

Between 1-2 years 

6-12 months 

2-5 months 

Between 1-2 months 

3-4 weeks 

1-2 weeks 

Less than one week 

38 

29 

14 

10 

6 

Source: 2022 AFP Payments Fraud and Control Report 

Of those organizations that were victims of payments 
fraud attacks in 2021, 38% detected the fraudulent 
activity in less than a week. 43% uncovered the fraud attack 
within one to four weeks; a mere 1% took 1-2 years before 
realizing they had been targeted. 

Over 80% of respondents identified fraud within a month— 
the typical timeframe within which bank reconcilements are 
done. With the move to larger Same Day ACH windows and 
the rise in ACH debit and credit fraud, there is room for 
improvement in organizations’ ability to promptly detect 
occurrences of fraud. If fraud is not detected within the first  
few days, chances of fund recovery are slim. 



  

       
      

      
         
         

        
        
        
    

        
         

       
         

 

        
     

        
       

  

 

 

  

Primary sources of attempted/actual payments fraud 

In 2021, the majority of payments fraud attempts or attacks 
originated from Business Email Compromise (BEC). 55% of 
companies that experienced attempted or actual payments fraud 
in 2021 did so as a result of BEC. Ever since it first topped the list 
of sources of fraud attempts in 2019, it continues to be a 
dominant source of payments fraud. In 2019, 61% of respondents 
cited BEC as a source of fraud; in 2020 the share inched up to 
62%, and decreased to 55% in 2021, although it remained the  
chief reason why organizations experienced fraud. 

The second most common source of payments fraud in 2021 was 
an external source or individual (e.g., forged check, stolen card), 
with 51% of financial professionals reporting that payments fraud 
at their companies was the result of actions by an individual 
outside the organization. 

Other sources of payments fraud include third-parties such as 
vendors (experienced by 18% of organizations). Account 
takeovers (e.g., hacked systems, phishing, spyware or malware) 
were reported by 16% of respondents from companies that 
experienced attempted or actual payments fraud. 

Preventing ACH Debit Fraud 

55 Business Email Compromise 62 

51 Outside individual 52 

18 Third-party or outsourcer 19 

16 Account takeover 12 

10 Organized crime ring 8 

3 Compromised mobile device 1 

2 Lost or stolen laptop 1 

2 Internal party 4 

2021 2020 

Source: 2022 AFP Payments Fraud and Control Report 10 



     

  
     
  

   
 

Areas to Focus on Commonwealth of Virginia Decline Report 

Commonwealth of Virginia 
Total Authorizations 15,737 
Approvals 12,762 81.10% 
Total Declines 2,975 18.90% 

Credit Declines 1,575 10.01% 
Insufficient Funds 144 0.92% 
Closed Account 1419 9.02% 
Overlimit 12 0.08% 

Client Declines 1,166 7.41% 
Client Restrictions 1166 7.41% 

0 0 0.00% 
0 0 0.00% 

Policy Declines 198 1.26% 
Invalid Security Details 197 1.25% 
Fraud Closed Card 1 0.01% 

Fraud Declines 36 0.23% 
Fraud Strategy Block 33 0.21% 
Fraud Strategy Rule 3 0.02% 

Credit, Declines and Policy 
Declines can be resolved by the 

cardholder through understanding 
the card program and it’s 

complexities. 


Sheet1

				Commonwealth of Virginia

						Total Authorizations						15,737

						Approvals						12,762		81.10%

						Total Declines						2,975		18.90%

								Credit Declines				1,575		10.01%

										Insufficient Funds		144		0.92%

										Closed Account		1419		9.02%

										Overlimit		12		0.08%

										0		0		0.00%

										0		0		0.00%

										0		0		0.00%

										0		0		0.00%

								Client Declines				1,166		7.41%

										Client Restrictions		1166		7.41%

										0		0		0.00%

										0		0		0.00%

								Policy Declines				198		1.26%

										Invalid Security Details		197		1.25%

										Fraud Closed Card		1		0.01%

										0		0		0.00%

										0		0		0.00%

										0		0		0.00%

										0		0		0.00%

										0		0		0.00%

										0		0		0.00%

										0		0		0.00%

								Fraud Declines				36		0.23%

										Fraud Strategy Block		33		0.21%

										Fraud Strategy Rule		3		0.02%











    

   
 

 

 

 
  

  
   

Business role in reducing credit card fraud 

Actions businesses can take to 
help reduce chances of card fraud 

Expand virtual payment 
solution spend 

Differentiate usernames and 
passwords across platforms 

Establish MCC controls, defined 
cardholder benefits and activity alerts 

Segregate card request and approval duties 

Review transactions and report suspicious 
transaction activity to bank immediately 



  

  
 

   
  

  
   

  
 

    
     

  

    

Cardholder role in reducing credit card fraud 

Actions cardholders can take to 
help reduce chances of card fraud 

Use your chip whenever possible – 
request it when chip reader is available 

Know your PIN – many transactions 
declined due to incorrect PIN 

Receive mobile alerts for real-time visibility 
into potentially fraudulent transactions1 

Verify name, address, and CVV (3-digit code) for online 
transactions – many transactions declined due to incorrect data 

Report any suspicious card 
activity immediately 

____________________ 
1 Alerts currently available for card programs in U.S. and Canada. 



    

  
      

   
 

  

 
   

 

  
 

  

  

  
  

  
 

   
 

      
   

  
  

    
     

____________________ 

An innovative, layered approach to preventing and addressing fraud 

No liability for unauthorized use1 Fraud protection and monitoring Employee misuse insurance2 

Our team continuously monitors to help Dedicated team tracks trends and reviews Consistent coverage as a best practice, as 
identify fraudulent transactions activity available in global markets 

Account activity alerts through SMS, Program control and spend 
email or phone monitoring 

Real-time notification of transactions Exception reporting based on MCC codes 

Fraud detection and resolution 

Identify 
Suspected fraudulent activity 

is targeted by 
the use of 

advanced fraud rules 

Analyze 
Our Fraud Analysts review transactional 

patterns that may indicate fraud 

Contact 
When fraud is suspected, Fraud Analysts 
contact clients to validate transactions 

In the event of fraud, the account is closed, 
a card is reissued, and claims are 

processed quickly 

(1) Limitations apply, refer to your Card Agreement for additional information 
(2) Limitations may apply by country, visit https://go.bofa.com/insurancebenefitsmatrix for more information. USD Cross Border Cards do not offer insurance. 

https://go.bofa.com/insurancebenefitsmatrix


   

   
  

     

     
     

   

      

       

           

        
 

     
  

    
  

       

   

Steps to verify and resolve fraudulent charges 

When activity is flagged: When posted fraud charges require credit: 

1. Following fraud confirmation, the account will be closed and each transaction transferred to new account 1. Bank of America Fraud Department will call the 
primary contact to verify activity 2. All transactions will appear on the new account number billing statement or your reporting tool 

2. If no answer, a call is placed to the secondary 3. Fraud will send a fraud statement to the Program Administrator or cardholder via email, fax or regular mail 
contact 

4. Program Administrator or cardholder may be asked to complete Fraud Affidavit to comply with VISA and 
3. If no answer at either telephone numbers or Mastercard regulations 

phone attempts can not be made, an email is sent 
5. Credits for individual fraud transactions will appear on new account for balance reconciliation. Once the credit to primary contacts to ask for a return call 

is applied to the account, the claim is resolved. 

Call the Fraud department at 866.500.8262 
or collect 509.353.6656. 
The department is available 24/7 to assist with questions or 
verification. 



 

 Notice to Recipient 

These materials have been prepared by one or more affiliates of Bank of America Corporation for the client or potential client to whom such materials are directly addressed and delivered (the “Company”) for discussion purposes only in connection with an actual or potential mandate or engagement and are subject to our review and assessment from a legal, compliance, accounting policy and risk perspective, as 
appropriate. These materials may not be used or relied upon for any purpose other than as specifically contemplated by a written agreement with us. These materials have not been prepared with a view toward public disclosure under applicable securities laws or otherwise, and may not be, in whole or in part, reproduced, quoted or referred to, or shown, transmitted, or otherwise given to any person other than 
Company’s authorized representatives, without our prior written consent. We assume no obligation to update or otherwise revise these materials. 

These materials were designed for use by specific persons familiar with the business and affairs of the Company and are being furnished and should be considered only in connection with other information, oral or written, provided by us in connection herewith. These materials are not intended to provide the sole basis for evaluating, and should not be considered a recommendation with respect to, any transaction 
or other matter and do not constitute an offer or solicitation to sell or purchase any securities, nor do they constitute a commitment by Bank of America Corporation or any of its affiliates to provide or arrange any financing for any transaction, to purchase any security or to otherwise enter into any type of business relationship in connection herewith. 

These materials are based on information provided by or on behalf of the Company and/or other potential transaction participants, from public sources or otherwise reviewed by us. We assume no responsibility for independent investigation or verification of such information (including, without limitation, data from third party suppliers) and have relied on such information being complete and accurate in all 
material respects. To the extent such information includes estimates and forecasts of future financial performance prepared by or reviewed with the managements of the Company and/or other potential transaction participants or obtained from public sources, we have assumed that such estimates and forecasts have been reasonably prepared on bases reflecting the best currently available estimates and 
judgments of such managements (or, with respect to estimates and forecasts obtained from public sources, represent reasonable estimates). No representation or warranty, express or implied, is made as to the accuracy or completeness of such information, or of these materials, and nothing contained herein is, or shall be relied upon as, a representation, whether as to the past, the present or the future. These 
materials may not reflect information known to other professionals in other business areas of Bank of America Corporation and its affiliates. 

Any League Tables referenced within these materials have been prepared using data sourced from external third party providers as outlined in the relevant footnotes where applicable. For persons wishing to request further information regarding these third party providers and the criteria and methodology used to prepare a league table please contact your usual Bank of America or BofA Securities 
representative/Relationship Manager. 

Bank of America Corporation and its affiliates (the “BAC Group”) comprises a full service securities firm and commercial bank engaged in securities, commodities and derivatives trading, foreign exchange and other brokerage activities, and principal investing as well as providing investment, corporate and private banking, asset and investment management, financing and strategic advisory services and other 
commercial services and products to a wide range of corporations, governments and individuals, domestically and offshore, from which conflicting interests or duties, or a perception thereof, may arise. In the ordinary course of these activities, parts of the BAC Group at any time may invest on a principal basis or manage funds that invest, make or hold long or short positions, finance positions or trade or otherwise 
effect transactions, for their own accounts or the accounts of customers, in debt, equity or other securities or financial instruments (including derivatives, bank loans or other obligations) of the Company, potential counterparties or any other company that may be involved in a transaction. 

“Bank of America” and “BofA Securities” are the marketing names used by the Global Banking and Global Markets divisions of Bank of America Corporation and its affiliates. Lending, leasing, equipment finance and other commercial banking activities, and trading in certain financial instruments are performed globally by banking affiliates of Bank of America Corporation, including Bank of America, N.A., Member 
FDIC or of the deposit protection scheme, if available, in the relevant jurisdiction, Equal Housing Lender . Trading in securities and financial instruments, and strategic advisory, and other investment banking activities, are performed globally by investment banking affiliates of Bank of America Corporation (“Investment Banking Affiliates”), including, in the United States, BofA Securities, Inc. and Merrill Lynch 
Professional Clearing Corp., both of which are registered broker-dealers and Members of SIPC, and, in other jurisdictions, by locally registered entities (including Bank of America Europe Designated Activity Company and BofA Securities Europe SA). BofA Securities, Inc. and Merrill Lynch Professional Clearing Corp. are registered as futures commission merchants with the CFTC and are members of the NFA. 

Investment products offered by Investment Banking Affiliates: Are Not FDIC Insured * May Lose Value * Are Not Bank Guaranteed. 

Bank of America and BofA Securities entities and branches provide financial services to the clients of Bank of America and BofA Securities and may outsource/delegate the marketing and/or provision of certain services or aspects of services to other branches or members of the BAC Group (for example in the UK). Your service provider will remain the entity/branch specified in your onboarding documentation 
and/or other contractual or marketing documentation even where you communicate with staff that operate from a different entity or branch which is acting for and on behalf of your contractual service provider in their communications with you. If you are unsure who your contractual service provider is or will be please contact your usual Bank of America or BofA Securities representative or relationship manager. 

Products and services that may be referenced in the accompanying materials may be provided through one or more affiliates of Bank of America Corporation. 

For Bank of America or BofA Securities entities outside the US, please see additional information via the following link: https://www.bofaml.com/en-us/content/baml-disclaimer.html. Specifically, for Bank of America or BofA Securities entities in EMEA, please see additional information via the following link: www.bofaml.com/mifid2. Note please that BofA Securities Europe SA, with registered address at 51, rue La 
Boétie, 75008 Paris is registered under no. 842 602 690 RCS Paris, and its share capital can be found at https://www.bofaml.com/en-us/content/BofASE.html. 

The BAC Group has adopted policies and guidelines designed to preserve the independence of our research analysts. These policies prohibit employees from, directly or indirectly, offering research coverage, a favorable research rating or a specific price target or offering to change a research rating or price target as consideration for or an inducement to obtain business or other compensation and prohibit research 
analysts from being directly compensated for involvement in investment banking transactions. The views expressed herein are the views solely of the specific BAC line of business providing you with these materials and no inference should be made that the views expressed represent the view of the firm’s research department. 

We do not provide legal, compliance, tax or accounting advice. Accordingly, any statements contained herein as to tax matters were neither written nor intended by us to be used and cannot be used by any taxpayer for the purpose of avoiding tax penalties that may be imposed on such taxpayer. If any person uses or refers to any such tax statement in promoting, marketing or recommending a partnership or 
other entity, investment plan or arrangement to any taxpayer, then the statement expressed herein is being delivered to support the promotion or marketing of the transaction or matter addressed and the recipient should seek advice based on its particular circumstances from an independent tax advisor. Notwithstanding anything that may appear herein or in other materials to the contrary, the Company shall be 
permitted to disclose the tax treatment and tax structure of a transaction—including any materials, opinions or analyses relating to such tax treatment or tax structure, but without disclosure of identifying information or any nonpublic commercial or financial information (except to the extent any such information relates to the tax structure or tax treatment)—on and after the earliest to occur of the date of (i) 
public announcement of discussions relating to such transaction, (ii) public announcement of such transaction or (iii) execution of a definitive agreement (with or without conditions) to enter into such transaction; provided, however, that if such transaction is not consummated for any reason, the provisions of this sentence shall cease to apply. 

We are required to obtain, verify and record certain information that identifies the Company, which information includes the name and address of the Company and other information that will allow us to identify the Company in accordance, as applicable, with the USA Patriot Act (Title III of Pub. L. 107-56, as amended, which was signed into law October 26, 2001) and such other laws, rules and regulations as 
applicable within and outside the United States. 

For more information, including terms and conditions that apply to the service(s), please contact your usual Bank of America or BofA Securities representative or relationship manager. 

©2022 Bank of America Corporation. All rights reserved. 1/2022 

http://www.sipc.com/
http://www.bofaml.com/en-us/content/baml-disclaimer.html
http://www.bofaml.com/mifid2
http://www.bofaml.com/en-us/content/BofASE.html
http://www.bofaml.com/en-us/content/BofASE.html
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